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ABSTRACT

To an organisation, centralized Internet filtering and blocking is very important for a couple of reasons. With the flooding of pornographic materials on the Web, educators and parents would like to block these offensive materials from their children. Companies also want to reduce the amount of work time that its employees spend on non-productive Web surfing. Current blocking and filtering mechanisms can roughly be classified into two approaches: URL based and content filtering. In the URL based approach, a requested URL address will be blocked if a match is found in the blocked list. However, keeping the list up-to-date is very difficult. New sites are kept uploading onto the Internet daily; many blocked sites try to use multiple IPs and domain names; the sites might also be moved regularly. In the content filtering approach, keyword matching is often used. Its main problem is the mis-blocking. Many desirable Web sites are blocked because some predefined keywords appear in their Web pages, though in different meaning or context. There are even suggestions for image, audio, and video understanding in real-time content filtering. Of course, the delay time as well as the mis-match between the HTTP streaming protocol and the complexity of the filtering algorithm will be of great concern. In this paper, we investigate how far the multimedia content analysis should go for Internet filtering and blocking. A set of guidelines for defining the heuristics used in the real-time Web content analysis is also given. These heuristics not only have higher filtering accuracy than most multimedia retrieval techniques do, but they also have comparable runtime overhead as the keyword matching does. 

1. INTRODUCTION

With the rapid penetration of Internet into every part of our daily life, it has generally been agreed that Internet will be an important media for future communication and business, perhaps even more important than television. People start to learn and use Internet in their daily activities such as personal communication and entertainment. Companies are actively looking into this new "hot" media, exploring opportunities to increase their company's productivity and to expand their business. While all these accelerate the growth of Internet, there are concerns about the misuse and abuse of Internet usage[1,4,7,11].

On the negative side, it is well known that Internet has been flooded with pornographic materials [3,5,12,15]. Simple net

search using common Internet search engines such as InfoSeek with keywords "XXX and porn" can easily result in more than 10 millions Web documents! The level of offensiveness of these materials is also much higher than those found in hardcopies.

Child pornography, bestiality, incest sex, ..., etc. are common in every corner of Internet. Furthermore, these pornographic sites usually group together to form huge adult networks, thus increasing their strength and visibility. They are also one of the

first few groups to employ latest Internet technologies in their business and web site implementation. Hence, it is extremely

important to protect our next generation from all kinds of offensive, undesirable materials on Internet. This is particular

important to school networks, where innocent youths are encouraged to go and surf the net. As Internet is becoming an important communication and information sourcing media for companies, it is also found that the amount of work time an employee spends on non-productive, non-company related Web surfing is kept increasing [2,6]. The trend starts with the news sites, then entertainment and sport sites, and now stock market and currency exchange sites. One important consequence of this phenomenon is that employers start to puzzle whether they should push Internet access in the company.

The "World-Wide-Wait" problem is another issue that most Web surfers are complaining at this moment. Despite the increase

in the network bandwidth, the Web access latency is not improved a lot. Besides the basic information, Web surfers find that more and more retrieved objects that are embedded in the requested pages are either "irrelevant" or "unwanted" to them.

These include remote advertisement banners, tracking/monitoring applets, and unwanted cookies [2]. All these result in the great demand for intelligent filtering mechanisms that can selectively block information belonging to the "non-preferred" or "forbidden" categories of the client'spreference. Organisations and companies further request for centralised solutions so that system administration, regulation enforcement, and software maintenance can be done in an effective and efficient way.

Current solutions on Web information filtering and blocking are mostly URL based, in the form of plug-ins to the Web

browser. These create lots of problems to the information filtering and controls. It might not be the Web client's wish to

perform Web information filtering and blocking; the URL list is also different to be updated. As a result, people turn to

multimedia research for help, hoping that image and video understanding techniques can be applied to this area. At the same

time, however, they are also questioning about the overhead incurred to the real-time proxy server and the additional accuracy

these techniques can provide on top of the text understanding.  In this paper, we investigate how far the multimedia

content analysis should go for Internet filtering and blocking. A set of guidelines for defining the heuristics used in the real-time Web content analysis is also given. These heuristics not only have similar (or even higher) filtering accuracy than most

multimedia retrieval techniques do, but they also have comparable runtime overhead as the keyword matching does. Our

one-year experience of deploying a pornographic filtering system in high schools will also be described. Experience from our

system implementation and deployment is found to give a very good direction on the centralized filtering and blocking of Web

content. In particular, we suggest three key features to future Web information filtering and blocking: (i) hybrid approach of

online and offline analysis, (ii) combined URL and content analysis, and (iii) proxy access log mining One thing worth mentioning here is about the debate on the "freedom of speech". While filtering and blocking is an open issue of discussion for the public access network, this is not a problem when it goes into an organisation. Basically, an organisation has its right to deny any Internet accesses that do not match with the initial objectives of its network setup.

2. TECHNOLOGY TRENDS

There are two technology trends that one can observe for Web information filtering and block on Internet. They are:

browser vs. proxy, and 

static detection vs. dynamic analysis.

2.1. Technology Migration (I): From Browser to Proxy

One major technology change of Internet filtering is to migrate blocking functions from the client browser to the proxy

server. The role of the enforcement also changes from self-regulated clients to centralized network administrators.

One common approach towards Internet filtering is to install plug-ins to Web browsers. Examples include AtGuard,

CyberPatrol, CyberSitter, Net Nanny, and Surf Watch [2,6,9,13,14]. Although most Internet filtering softwares start

with this plug-in approach, their effectiveness is quite limited. If a Web client does not want to see the "blocked" materials, he/she will leave these Web documents immediately upon encountering them by accident. Thus, there is no need to install any filtering softwares. On the other hand, if a person looks for these "blocked" materials, he/she can always install a new browser, use another browser, or even remove the plug- in function from the "safe" browser.

This plug-in approach is also not a cost -effective mechanism to support information filtering on the Web. The first problem is

about the maintenance of an application. For each application type, one plug- in needs to be maintained for each machine. In

other words, if there are 10,000 machines in the network, 10,000 copies of the same plug- in software in these machines need to be maintained! This also results in the inefficient use of the system resource. The second problem is related to the fast development of the web browsers. Since the browser is upgraded very rapidly, the urge to new plug-in is prominent. The conflict among plug- ins is another potential problem. When there are too many plug- ins in one browser, conflict on system resource and setting might occur. From the software maintenance point view, it is also not easy to update the filtering and blocking database (or list) to each of the client machines regularly.

Due to the great demand for Web information filtering and blocking, researchers start to look into a new direction for

Internet filtering: proxy server approach. When a Web document is requested by an user, it will pass through the proxy server of the organisation that he/she is associated with. Filtering and blocking of Internet access will be done according to the

pre-defined policies of the organisation, through the implemented, intelligent filtering heuristics in the proxy. There are many

advantages of this approach. It is much easier to maintain and upgrade than the browser plug- ins do. Since the filtering function is fully integrated into the proxy server, it is also independent of the browser type and the number of client machines within the organisation. What the network administrator needs to do is to set the network gateway to the pre- defined safe proxy server, else the Internet connection will be refused. Web surfers are no longer able to modify or delete the filtering functions, as they will not be given the permission to change the system softwares. 

2.2. Technology Migration (II): From Static Detection

to Dynamic Analysis

Under the original self-regulation approach, it is the responsibility of the Web document owners to attach information

descriptors in their documents. The two most common information descriptors are PICS compliance tags and meta-data

descriptors. PICS stands for "Platform for Internet Content Selection" and is proposed by the World Wide Web Consortium

[8,10,17]. Meta-data descriptor is a list of keywords that describe the content of the Web document. Between these two, meta-data descriptor is more popular. Overall speaking, these descriptors are not very successful in summarizing the content of the Web documents to the clients. Our experiment on more than 5,000 pornographic Web sites showed that less than 7% of them have PICS tags even in their home pages; Web document owners simply have technical difficulties in following the PICS

compliance tag format. It is also not easy to generate very precise and accurate meta-data descriptors. Furthermore, putting these descriptors in every Web page of the document is very tedious, keeping in mind that outside URL links can also bypass their home pages and reference directly to the content inside. Although third party PICS labelling is possible, the result is still not very effective. When Internet filtering softwares first came out, most (if not all) of them were based on the detection of PICS compliance tags, together with some huge list of blocked URL addresses. At that time, these softwares were found to be very useful because there were only a limited number of Web sites. However, the rapid growth of Internet has already put an upper bound to their effectiveness. At this moment, Internet simply has too many Web sites for these softwares to find and record efficiently. Every day, there are lots of new Web sites being uploaded onto the net. It is extremely difficult to locate their URL addresses. In fact, no one actually knows how many Web sites are currently on Internet. Web sites also change their URL addresses regularly so as to escape from the detection of these filtering softwares. We gathered about 5,000 pornographic Web addresses from some popular adult link Web pages and submitted them to a top-ranked commercial filtering engine. Only about 60% of them were found and the rest 40% were undetected. To solve this problem, Internet filtering recently starts to go for a new direction: content analysis of Web documents. When a Web document is fetched to a client, the filtering decision will be done based on the result of the content analysis on the document. Potentially, this approach is better than the blocked list one because of its finer level of analysis. It is the per page analysis instead of the per site detection. Change of URL addresses will also have no impact to its effectiveness because its decision is based on the content, not the address. This analysis usually takes place in the proxy server in real-time instead of in the browser. At this moment, the content analysis techniques used by most filtering softwares are some sort of simple keyword matching. As a result, its suffers from a high error of wrong filtering. Many documents are blocked just because of the appearance of certain words inside (although the meaning might be completely different).

To perform accurate content analysis on Web documents in real time is not an easy job. A high degree of detection accuracy

can only be achieved by intelligent heuristics of understanding and co-relating multimedia information content together inside a document. A more important concern, however, is the tradeoff between the analyzing speed and the detection accuracy. The

process of content analysis needs to be done very fast because the proxy server might need to handle hundreds to thousands of

requests per second. This often constrains the use of most intelligent techniques in traditional natural language processing,

image and video understanding, and neural network. Finally, Web filtering for improving an employee's productivity is even tougher. The Web content is only a partial reason for the blocking. More importantly, it is the routine habit of an employee to spend time on the non-company related sites that triggers the blocking operation.
3. CONTENT-BASED BLOCKING AND FILTERING

In the last section, we see that the trend is to migrate the filtering functions from the browser to the proxy server for

centralized system administration. The intelligence of filtering can come from either URL list or content analysis. Taking these into consideration, a pornographic filtering system was built and deployed for actual daily uses. Feedback from the users was also collected to improve the system features and performance. In the next two sections, we will propose some basic

approaches and heuristics used in general Web filtering and blocking systems. This proposal is the result of our generalized

experience from filtering system deployment.
3.1. Basic Approaches

Despite the difference in the filtering and blocking domains, most of the content filtering systems actually share three common

approaches. They are:
URL-based on top of content analysis,

text-based content analysis, and

Single pass content analysis.

Let us look into each one of them in details.
URL Based On Top Of Content Analysis

In the design and implementation of content filtering systems, we argue that it is extremely important to support URL

based blocking. This is independent of how intelligence the filtering mechanisms are. There are several reasons for this

decision. The most obvious one is the runtime overhead. It is true that with current machine performance, it is possible to conduct content analysis on each piece of data passing through the proxy server in real time. However, this is not the most cost-effective way to use the resource. Simply comparing the requested URL address with an URL list in the "access control check" module of the proxy server is always faster than conducting content analysis on the Web data. In the situation of selective blocking of Web accesses due to non-company related Web surfering, the support of URL listing in the proxy server is even critical. Content analysis can only determine the subject of the data, but not the habit of the Web surfers. Since the analysed result of the proxy access log data is usually summarised in the form of Web URL address, it needs to put back to the URL blocked list for future filtering and blocking. Whenever any mis- blocking of Web access through content analysis occurs, the URL- based solution is always the easiest and the quickest one to make up for the mistake. It is true that this might only be a short -term solution, as compared to the long term one of changing the heuristics inside the filtering system. However, this immediate solution is still an important feature because the proxy server is operated under the real-time

production mode. 

Text-Based Content Analysis

Data objects in a Web request are multimedia in nature. These include text files, images, audio and even videos. As a result, an important question is raised: How far should content analysis go? In order words, when content analysis is performed in the proxy server, should it be done to all objects? Or to a selected subset of objects? After the in-lab and on- site testing of our filtering system, we find that with good heuristics (see Section 3.2), text-based content analysis is already sufficient for most of the filtering requirements. The accuracy has already reached 90% for pornographic filtering. It is true that the runtime overhead of the proxy server and the long delay to the Web surfer's request are the two main reasons to stop real-time proxy servers from using current techniques for image, audio and video understanding. More important question, however, is the additional benefits and loss of accuracy in content understanding. By co-relating the multimedia data with its associated text information in the Web pages, it is possible to understand the content of the multimedia data. For example, an image with the file name "nude002.jpg" gives hints about the pornographic nature of the image. On the contrary, real-time imaging understanding techniques might have difficulties to conclude this information. Furthermore, this wrong conclusion might have negative effect to the overall result. 

Single-Pass Content Analysis

In the definition of heuristics for content filtering, we argue that they need to satisfy one important constraint: the complexity

of the algorithms cannot exceed O(n). In other words, the algorithms can only be single-pass one. This constraint is related

to the block data streaming of the HTTP protocol. On the Web, data of an object are transmitted block by block. Whenever a

proxy server receives a block of data, it will pass to its next level or client immediately. Hence, it will be very difficult for the

filtering algorithm to go back to the previously transmitted data for further analysis. People might argue that by saving all the data blocks of an object explicitly in the local memory before sending them to the next level, multi-passes algorithm is possible. This argument is true. However, the proxy performance will be seriously degraded because the fast main memory operations might now turn to slow disk operations. Furthermore, it also disables the partial page viewing feature of a Web page (i.e. step backwards to the old MOASIC browser style).

3.2. Heuristic Guidelines

In content filtering, a good set of heuristics is required to give high filtering accuracy and to avoid the need for multimedia

data understanding. Through the analysis of numerous Web pages and our system deployment experience, we come up with

the following set of general heuristic guidelines:

Analysed data types,

Networked groups,

Monitoring and tracking service,

Compound words,

Reference links, and

Proxy access log mining.

Note that this set is by no means complete. However, it does giveg ood guidelines of how to define more specific heuristics for a given filtering domain.

Analysed Data Types:

Under the context of content understanding, a Webdocument is differed from a traditional one in at least two different ways:

The average size of a Web page is usually much smaller than that of a traditional one.

There are different types of information found in a Web page. 
While some appear in the final presentation view of the request, the others are mainly for the structural style and

documentation of the page. The small size of the Web page makes traditional information retrieval and natural language processing techniques inefficient. On the other hand, the entropy level of the documentation information of a Web page is very high and it gives an important source of information for the content understanding. This information group includes the titles and meta-data of the page, the alternate text and filenames of the multimedia objects, and PICS tags (if any). As a result, a much higher weight should be assigned to words in this group during the filtering process.

Networked Groups:

One interesting phenomenon about the World-Wide-Web is that Web sites of similar interest like to group together to form a

network. Usually, they embed the network logo in their Web pages by putting a reference link to the Web home page of the

networked group. Since the contents of member Web sites of the network are similar, this feature forms a very good heuristic for selective filtering: access to a Web site is blocked if the site belongs to some "forbidden" networked group. It is an efficient filtering heuristic because the identification of the networked group logo can filter out thousands of its group members.

Monitoring And Tracking Service:

This heuristic is quite similar to that of the networked group. At this moment, it is common for a Web site to subscribe third

party monitoring and tracking service that provides a more objective analysis about its site's popularity and access pattern.

Just like the networked group case, the site being monitored and tracked needs to embed the monitoring site logo in its pages

through a reference link. As a result, this can be used for effective Web filtering because subscribers from the same monitoring site are usually in the same area domain; they want to compare with each other about their popularity. Note that these two heuristics are very good in pornographic filtering because their domain is well defined.

Compound Words:

A compound word is defined as a string of characters formed by the concatenation of two or more affix strings, each of

which can be a prefix or suffix of a word, or a full word found in the dictionary. An example is the "Eductainment", which stands for "Education" and Entertainment". One main reason of using compound words in the Web pages is to emphasize the domain area of the site. As a result, a high weight should be given to these compound words in the content analysis process.

It is very interesting to observe that compound words usually occur in the title and meta-data of a Web page as well as

the file names of its embedded or linked objects. Hence, this agrees with our previous argument in the analysed data types

section. There is one thing worth mentioning about the compound words. Although they are given high weight in our content

analysis process, they are usually ignored by the traditional text-based information retrieval process (or at most being treated

the same through intelligent word segmentation). It is because they cannot be found in the standard dictionary.

Reference Links:

One interesting observation about the Web site design is the site referral. A Web site often have links (or even a link page) to

other web sit es in the same domain of interest. Hence, information obtained from these reference sites can be used to

assist in the filtering process. For example, if a Web page has reference links to Web sites whose URL addresses are in the

blocked list, this site is likely to be blocked. For pornographic or offensive Web filtering, this heuristic is found to be very

effective. Note that there is a big difference between the appearance of a Web URL address in the document and the

actual hyperlink to that site. In the former case, it might be used just as an example in some discussion (e.g. pornographic debate). However, in the latter case, it is trying to help the Web surfers to go to the reference site. Our experience shows that this heuristic actually helps in reducing the chance of mis-blocking substantially.

Proxy Access Log Mining:

All the above heuristics are found to be very efficient in selective content filtering. However, for Internet filtering and

blocking that is related to the employee's productivity within an organisation, the subject content of the accessed materials only contributes a small portion of the filtering decision. Most importantly, it is the frequently access pattern of a Web surfer to either a single Web site or a group of Web sites of similar domain area that triggers the filtering. Since the access pattern of a Web surfer within an organisation can be found in the proxy access log trace, Web mining will be performed on the log trace to determine which Web sites should be disabled. Note that this analysis is an off-line process instead of an on- line one.

4. CONCLUSION

With the rapid of growth of Internet and Web, selective information filtering within an organisation has already been a

hot topic of discussion. In this paper, we argue that the trend is towards centralised content-based content filtering in the proxy

server. Through the experience of our system development and deployment, the basic approaches and the heuristic guidelines for developing generalized content filtering systems are proposed.
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