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Abstract

The Social Networking Sites or SNSs are creating a means for hackers and conmen to worm their way into the confidence of users. The social networking sites have been till now been hit by mostly  worm, adware, spyware and phishing attacks but now they face a greater danger of being hit by more severe attacks, such SQL injection, denial of service, cross-site scripting etc. Although the indivisual users are less susceptible and more immune to these malicious attacks by hackers than organizations, however attacks on indivisual systems are also being made in a fairly big way. This paper aims to examine the various important attacks that are made by hackers on the SNSs,the holes existing in such social networking websites and make recommendations about the best practices for reducing security risks.
1. Introduction

A social network service focuses on the building and verifying of online social networks for communities of people who share interests and activities, or who are interested in exploring the interests and activities of others. Most social network services are primarily web based and provide a collection of various ways for users to interact, such as chat, messaging, email, video, voice chat, file sharing, blogging, discussion groups, and many more . The main types of social networking services are those which contain directories of some categories, means to connect with friends , and recommender systems linked to trust.  Some of the popular social networking sites are MySpace, Blogger, Facebook, YouTube, Orkut, Bebo, Linkedln, Friendster,ClassmatesOnline,AOL Hometown,Yahoo! Groups, MSN Spaces, Xanga and so on.

The Social Networking Sites have been battling security breaches and privacy issues from the time they came into existence. They have been recurrently hit by annoying worm, adware, spyware and phishing attacks however now the attacks have turned even more severe. The SNSs are now susceptible to even more sinister attacks like SQL injection, denial of service, buffer overflow, cross-site scripting attacks and many more. Very popular social networking sites like MySpace, Linkedln, Facebook, Friendster and Orkut are susceptible to very severe privacy and security attacks. They serve as a springboard for focused attacks on indivisuals’ and enterprises personal data.

2. Major Threats To The Privacy Of Users Of SNSs 
The following are a few potential security and privacy problems that the users of a social networking site might face:

Improper authentication procedure: Social networking sites do a lot of authentication based on unauthenticated email; this is a potential hole for the hacker. For instance the hacker can click on “forgot my password” button and use it to change the password and then easily login into the site. The problem here is that we rely on both the security of email as well as the security of the social networking site. For instance, MySpace due to its sheer size has the problem of password leaking. Even the fast growing social networking site Facebook is not 100% secure; its reliance on third-party Java applications has its tradeoffs with Java, the user is not only entrusting Facebook with his logon and password, and also trust the third-party apps that provide tools for Facebook users. Signing up for these apps often requires that the user provide his or her user name and password so that the third-party code can be added to his or her profile. 

Digital dossier aggregation: The profiles on online SNSs can be downloaded and stored by third parties, creating a digital dossier of personal data. Information revealed on an SNS can be used for purposes and in contexts different from the ones the profile owner had considered. Due to the greatly diminished costs associated with disk storage and Internet downloads, it is feasible to take regular snapshots of an entire network and store the profiles of its members indefinitely. A common vulnerability is that more private attributes which are directly accessible by profile browsing can be accessed via search for e.g. a person’s name and profile image is accessible via search on MySpace, Facebook etc.. Moreover the social networking site, Facebook has recently provided the users with “news tickers" of a user's activities and posts on the site which might give the unintended users in addition to their friend’s information about the updates.
Buffer Overflow: Buffer overflows are a favorite exploit for hackers. A buffer overflow is an exploit that takes advantage of a program that is waiting on a user's input. There are two main types of buffer overflow attacks: stack based and heap based. Heap-based attacks flood the memory space reserved for a program, but the difficulty involved with performing such an attack makes them rare. In a stack-based buffer overrun, the program being exploited uses a memory object known as a stack to store user input. Normally, the stack is empty until the program requires user input. At that point, the program writes a return memory address to the stack and then the user's input is placed on top of it. When the stack is processed, the user's input gets sent to the return address specified by the program. However, a stack does not have an infinite potential size. The programmer who develops the code must reserve a specific amount of space for the stack. If the user's input is longer than the amount of space reserved for it within the stack, then the stack will overflow. This in itself isn't a huge problem, but it becomes a huge security hole when combined with malicious input. Suppose a program is waiting for a user to enter his or her name. Rather than enter the name, the hacker would enter an executable command that exceeds the stack size. The command is usually something short. In a Linux environment, for instance, the command is typically EXEC ("sh"), which tells the system to open a command prompt window, known as a root shell in Linux circles.  Yet overflowing the buffer with an executable command doesn't mean that the command will be executed. The attacker must then specify a return address that points to the malicious command. The program partially crashes because the stack overflowed. It then tries to recover by going to the return address, but the return address has been changed to point to the command specified by the hacker prompt window, known as a root shell in Linux circles. 

Data Collection: When one joins a social networking site, one does give up some privacy and may become involved in some “socially acceptable stalking” .The members place information about themselves voluntarily online and if one does place information about oneself and ones life on any server that is connected to the internet then it’s unavoidable that it would remain private. There can be collection of secondary data as well as collection of data knowingly disclosed in a profile, SN members disclose personal information using the network itself: e.g. length of connections, other users' profiles visited and messages sent. SNSs provide a central repository accessible to a single provider. Social networking sites don't collect the type of personal data big-time hackers crave - social security numbers, credit-card numbers, and bank account data but they could be used to stage an attack on that data. For instance MySpace could be used to get a dropper Trojan on a machine and set up a stakeout post and when the user goes to his or her corporate site, it would go ahead and steal his login credentials. 
SQL Injection: SQL injection is a type of web hacking that require nothing but port 80 and it might just work even if the admin is patch-happy. It attacks on the web application like ASP, JSP, PHP, CGI, etc; itself rather than on the web server or services running in the OS. It is a trick to inject SQL query/command as an input possibly via web pages. Many web pages on social networking websites take parameters from web user, and make SQL query to the database. For instance when a user login, web page that user name and password and make SQL query to the database to check if a user has valid name and password. With SQL Injection, it is possible for the hacker to send crafted user name and/or password field that will change the SQL query and thus grant us something else.
 Face recognition: User-provided digital images are a very popular part of profiles on SNSs. The photograph is, in effect, a binary identifier for the user, enabling linking across profiles. For e.g. a fully identified Bebo profile and a pseudo-anonymous dating profile.
Adware attacks: According to wikipedia, adware or advertising-supported software is any software package which automatically plays, displays, or downloads advertising material to a computer after the software is installed on it or while the application is being used. Online banner ads running on MySpace.com and web sites infected more than one million users with adware.The attack exploited a Windows Metafile (WMF) exploit to infect vulnerable Windows machines with malware from PurityScan/ClickSpring family of adware. The malware surreptitiously tracks internet usage while bombarding infected users with pop-up ads. For e.g. MySpace is a victim of its own business model, where the user controls his or her content and presentation. Users can add banners to their pages, and embed other Web technologies and links. There are a lot of opportunities to link to dangerous things and embed malware on those pages. 

PHP Injection Attack: The PHP scripting language has CR/LF injection attack vulnerabilities that can be exploited to add additional HTTP headers to a query. Under some circumstances, these vulnerabilities can be used to open arbitrary Internet connections. For e.g. in order to include code from site B into site A and have it executed locally we may use the following code:
200:152:80:22—“GET/index.php?file=http://www.chapter.hpg.com.br/chap.txt&cmd=uname%20-a;idHTTP/1.0”444 2565”-“Mozilla/9.0(compatible;MSIE 7.0; WindowsXP;Q341652)”
and contents of www.chapter.hpg.com.br/chap.txt are

<?php

system($cmd);

?>
Content-based Image Retrieval (CBIR) : Also known as query by image content (QBIC) and content-based visual information retrieval (CBVIR).It is the application of computer vision to search for digital images. It is an emerging technology which can match features, such as identifying aspects of a room in very large databases, increasing the possibilities for locating users.

Linkability from image metadata: Many SNSs now allow users to tag images with metadata, such as links to SNS profiles even if they are not the owner/controller of that profile or even e-mail addresses. This leads to greater possibilities for unwanted linkage to personal data. For e.g. Facebook allows tagging of images with profile data and even e-mail addresses. Another aspect of image metadata is that many cameras embed metadata about the camera in the image including, in many cases, the serial number of the camera. Given that many cameras are linked to address data through warranty registration cards, this constitutes a threat to the user’s privacy. A recent case was the posting of a full illegal copy of Harry Potter and the Deathly Hallows which included embedded versions of the serial number of the camera used to take it, as well as the exact date and time the images were taken.
Difficulty of complete account deletion: Users wishing to delete accounts from SNSs find that it is almost impossible to remove secondary information linked to their profile such as public comments on other profiles.

SNS spam: They are the unsolicited messages propagated using SNSs. It can be used to spread computer viruses, trojan horses or other malicious software. The objective may be identity theft, or advance fee fraud. Some spam attempts to capitalise on human greed whilst other attempts use the victims inexperience with computer technology to trick them like Phishing, Vishing. This is a growing phenomenon with several SNS-specific features. For e.g. video sharing sites, such as YouTube are now being frequently targeted by spammers. The most common technique involves people posting links to sites, most likely pornographic or dealing with online dating, on the comments section of random videos or people's profiles.

Cross site scripting (XSS), viruses and worms: The common platforms being used for internet are now .NET, Java, and PHP instead of C# which have more vulnerabilities and hence they are probably getting hit more. Cross-site scripting (XSS) is a type of computer security vulnerability typically found in web applications which allow code injection by malicious web users into the web pages viewed by other users. Examples of such code include HTML code and client-side scripts. An exploited cross-site scripting vulnerability can be used by attackers to bypass access controls such as the same origin policy. Vulnerabilities of this kind have been exploited to craft powerful phishing attacks and browser exploits. SNSs are vulnerable to XSS attacks and threats due to widgets produced by weakly verified third parties For e.g. MySpace users customize their pages with various layouts, XSS and HTML code. Unscrupulous hackers can take advantage of poorly written code and inject malicious code into such pages.. Not only this, but the problem also exists at the browser level since XSS holes have been found in older versions of Firefox.A worm is a  destructive program that replicates itself throughout a single computer or across a network, both wired and wireless. Spammers target popular social networking sites for the purpose of spreading the trojan. For instance the spammers are exploiting YouTube's "invite your friends" function to send spam containing a variant of the "Storm worm”. Recently a hole has been found in the very popular social networking site Orkut which is due to XSS. This flaw arises due to improper sanitization of inputs passed to ‘continue’ parameter in GET request http://www.orkut.com/Invite.aspx?continue=javascript:alert(document.cookie)
A cross-site scripting vulnerability has also been found in the Konquerer which can be used for stealing cookies and execute arbitrary JavaScript code. Also, it can send a cookie in the clear which should be encrypted.
SN aggregators: These SNS portals like Snag, ProfileLinker and many others integrate several SNSs which multiply vulnerabilities by giving read/write access to several SNS accounts using a single weak authentication.

Spear phishing using SNSs and SN-specific phishing: Phishing are security attacks that use fraudulent e-mail messages or fake Web sites designed to steal your identity. Scam artists "phish" in an attempt to persuade millions of people to disclose sensitive information. Highly targeted phishing attacks are facilitated by the self-created profiles easily accessible on SNSs. Spear phishers send e-mail that appears genuine to all the employees or members within a certain company, government agency, organization, or group. The message might look like it comes from your employer, or from a colleague who might send an e-mail message to everyone in the company, such as the head of human resources or the person who manages the computer systems, and could include requests for user names or passwords. If you respond with a user name or password, or if you click links or open attachments in a spear phishing e-mail, pop-up window, or Web site, you might become a victim of identity theft and you might put your employer or group at risk. SNSs are also vulnerable to social engineering techniques which exploit low entry thresholds to trust networks and to scripting attacks which allow the automated injection of phishing links. Recently MySpace was shut down after a major phishing attack that had reportedly spread to around 3,000 pages on the site. . It was  launched from a profile page using a specially-crafted HTML that hid the real MySpace page content and instead showed the nefarious one, according to NetCraft, which says it has reported the attack to MySpace. The spoofed login page tried to lure a user into providing his or her username and password, and then would send it to a remote server in France. 

SNS vishing attacks:  It is a type of social engineering attack. Social engineering is the art or practice of manipulating people in order to obtain confidential or sensitive data. Since nowadays people have become quite educated about phishing scams and hence are cautious not to click links sent by an unknown sender; the fraudsters have now responded by asking the people to call a specific telephone number rather than clicking on a link. The victims call the number in mistaken belief that the number belongs to their credit card company or bank. Instead they are connected to a Voice over Internet Protocol (VoIP) phone that can recognize and record telephone strokes. This tactic is known as “voice phishing” or “vishing”. Vishing attacks are most common on the business networking site Linkedln. In this the hackers obtain a standard VoIP number and then either  configures an automated dialing system to call people with a pre-recorded message, or sends out standard phishing-style emails. In both cases, the message alerts unsuspecting target individuals that their credit cards have been compromised and that they should call a phone number immediately to correct the problem. The phone number is often a toll-free number with the spoofed caller ID of a legitimate financial company. 

Pharming: This is also a type of social engineering attack. Computers on the Internet identify each other by using their Internet Protocol addresses. It is difficult for people to remember these numbers so the Domain Name System (DNS) maps computer addresses to a form that is easier to remember e.g. cmu.edu. Now suppose a criminal wants to steal someone's account information. A criminal who wants to steal someone’s information  sets up a counterfeit web site that looks just like that of a bank or other sensitive web site, duplicating the layout, colors, logos, seals, and so on. The criminal now needs to convince people to visit the web site and divulge sensitive information such as account numbers, passwords, etc. Pharming involves directly manipulating the DNS, changing the IP address of the target web site from its real IP address to the IP address of the fake website. In this way, the victim can enter the web address properly for instance by typing http://www.icicibank.com into the web might still be directed to a fake website. 
Infiltration of networks: Some information is only available to a restricted group or network of friends, which should provide the first line of defence in protecting privacy on SNSs. However, since it is often easy to become someone's "friend" under false pretences, this mechanism is not effective. For e.g. on the highly popular business social networking site Linkedln, which is based on a friend-to-friend-to-friend connection model, could provide a social engineer with a treasure of information. The attacker could log onto Linkedln without authentication and claim to be part of a group he would gain access to an organizational chart which contains typically confidential information. Once an attacker finds out the names of who works with whom, for instance, he could send a carefully crafted email via Linkedln to the victim's department head, under a false identity but his email could carry a malicious Word file rather than innocuous information. When opened, the file could gain ownership of the receiver’s PC and steal other company information. On many SNSs it is even possible to use scripts to invite friends.

Profile-squatting and reputation slander through ID theft: Fake profiles are created in the name of well-known personalities or brands or within a particular network, such as a school class, in order to slander people or profit from their reputation. Facebook is an internet phenomenon, with a reported 100,000 new people joining the social networking website every day .A Sophos investigation showed how easy it is to steal an identity on Facebook where the users reveal too much information about theirselves to the potential thieves who can use it to commit crimes against indivisuals and their companies. 41% of the facebook users divulge personal information about themselves such as their email addresses, phone numbers, date of birth, likes and dislikes, family photographs, hobbies, employers details etc to a complete stranger greatly increasing the chances for them to guess the passwords based on the confidential information and making identity theft easy. It can cause libel and personal damage to the reputation and even lead to the ridiculing of someone in public. Businesses and other organizations are highly susceptible to the attacks by cybercriminals. Hence it has been revealed in a poll that 50% of the employees are blocked from using such sites at work; which could cause embarrassment to the organization.
Stalking: Cyberstalking is threatening behaviour in which a perpetrator repeatedly contacts a victim by electronic means such as e-mail, Instant Messenger and messaging on SNSs. Statistics suggest that stalking using SNSs is increasing. Most often, given the vast distances that the Internet spans, this behaviour will never manifest itself in the physical sense but this does not mean that the pursuit is any less distressing. There are a wide variety of means by which individuals may seek out and harass individuals even though they may not share the same geographic borders, and this may present a range of physical, emotional, and psychological consequences to the victim.

Bullying: SNSs can offer an array of tools which facilitate cyberbullying i.e. repeated and purposeful acts of harm such as harassment, humiliation and secret sharing. Statistics reveal that about one out of ten youngsters have been involved in frequent cyberbullying: 3.3% exclusively as a victim, 5.0% exclusively as a perpetrator, and 2.6% as both a victim and a perpetrator. The majority of youngsters (63.8%) believe cyberbullying is a ‘big problem’. SNSs tend to offer an array of tools to users – for example, in addition to profile and people search there may also be blogging or micro-blogging facilities, instant messaging, chat rooms, community and collaboration areas etc. which together constitute a very useful ‘suite’ of tools for the bully. Each of these elements can be used positively or potentially misused. The forms of cyberbulling behaviour that can be carried out on the SNSs are:

2. Flaming: Online fights using electronic messages with angry and vulgar language. 

3. Harassment: For example, repeatedly sending hurtful or cruel and insulting messages; gaining access to another’s username and password in order to send inappropriate messages to friends’ lists. 

4. Denigration: Setting up accounts pretending to be people in order to humiliate them; sending or posting gossip or rumors about a person to damage his or her reputation or friendships, e.g., the creation of ‘Hate’ websites, the posting of jokes, cartoons, gossip and rumors, all directed at a specific victim; posting harmful, untrue and/or cruel statements or pictures, and inviting others to do the same, or to comment on them.

5. Impersonation: Pretending to be someone else and sending or posting material to get that person in trouble, put them in danger or to damage their reputation or friendships. 

6. Outing: Sharing someone’s secrets or embarrassing information or images online.

7. Trickery: Talking someone into revealing secrets or embarrassing information, then sharing it online.

8. Exclusion: Intentionally and cruelly excluding someone from an online group, for example, a group of offline friends deciding to ignore a specific individual as a form of punishment. 

9. Stalking: Typically linked to a problematic intimate relationship, repeated, intense harassment and denigration that includes threats or creates significant fear.

10. Threatening behaviour: Either direct or indirect which includes threats to hurt someone or to harm oneself.

Corporate espionage: social engineering attacks using SNSs are a growing and often underrated risk to corporate IT infrastructure. Social engineering is a means of

attack frequently used by hackers to bypass security mechanisms and access sensitive enterprise data – not by using technology but by using the employees themselves. Data is often acquired subtly and is gathered gradually piece by piece. SNSs can be a particularly important tool in an organized social-engineering attack on an enterprise. Some information is necessary to enter an online community but often the privacy settings are neglected and therefore the threshold for gaining information to be used in a social

engineering attack is very low. For example, several professional SNSs publish information on lists of employees. SNS search results page lists employees currently or previously working at an organization which could be useful to someone collecting information for a social engineering attack on an enterprise. This vulnerability is specific to SNSs since it allows attackers to see the connections between employees.

The main risk here is the loss of corporate intellectual property, but gaining access to insiders may also be a component in a broad range of other crimes, such as hacking corporate networks to cause damage,  blackmailing of employees to reveal sensitive customer information and even to access physical assets.
3. Countermeasures To Secure Social Networking Sites
Propagating General Awareness amongst the users: The millions of users who use social networking sites must atleast have an anti-virus installed. The sites should also provide instructions so as to encourage best practices among the users. The users should not click on unknown links. The users should not share personal information with unknown people. People should avoid accepting friend requests from strangers as this might lead to phishing and spam. The security settings must be selected carefully.
Open monitoring of stalking and bullying threats: Nowadays the schools and colleges are banning using SNSs in these places. This is a faulty practice since the people will not become competent enough to handle and monitor these practices. People, facing these problems should come out in the open and report incidents of stalking and bullying to the authorities. Moreover they should refrain from sharing confidential information with strangers.
Stronger authentication and access-control: Stronger security measures for password protection must be adopted by the SNSs. For e.g. LinkedIn allows only authentic members belonging to business organization might only get access.
Use of reputation techniques: Reputation mechanisms act as a positive motivator towards good online behaviour, since most people enjoy the effects of a good reputation and respond to appropriate feedback. For e.g. in order to counteract tagging either the consent of the person whose image or id is to be tagged is asked or banning tagging altogether. The downloading of photographs from social networking sites should be made impossible or atleast some procedure must be devised so that atleast the permission of the person whose photographs are to be downloaded is seeked. For instance, Orkut allows easy downloading of the photographs present in the albums which have led to many scams in which the photographs were morphed and used for illicit purposes.

Restricting information in the search results: SNS providers should not allow extra information to appear in the search results.
Encryption: In distributed systems like World Wide Web, it is necessary to make certain data available only to a selected group of users and at the same time it is important to protect the identities of users who have authorized access to the data. Encrypted file systems implement read access control by encrypting

the contents of files such that only users with read permission will be able to perform decryption. Google is already offering encrypted version of Gmail which is resistant to snooping on the computers on public wireless networks to steal the ''cookie'' information and hijack e-mail accounts and personal Web pages on social networks.

4. Conclusion
Social networking sites because of their sheer size and potential to hit multiple targets all in one place, they are becoming more attractive, and easy targets for the hackers.  The SNSs are becoming more and more susceptible to dangerous attacks. According to a study carried out by Mitre Corp, 21.5 percent of the CVEs were XSS; 14 percent SQL injection; 9.5 percent php "includes" and 7.9 buffer overflow. Cross-site scripting and SQL injection have become favorite weapons for the hackers because cross-site scripting and SQL injection are the easiest to attack. The onus is on the social network providing companies to tighten their security and protection mechanism however these attacks will continue afflicting great losses until the users are not wary enough to not share any confidential information online and secure their accounts by clicking on appropriate security settings offered by the SNSs. However it’s still debatable that how much the SNSs should tighten up their security since these sites that are all about free access, freedom of expression, and meeting new people which can’t be made totally secure without ruining the spirit of social networking.
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