Network Topology Optimization : The Human Touch

“A politician has power because he has ‘connections’.

 Too many connections, he offends them and loses power. 

Where should be the trade-off? … And How?”

Humans invented computers. They made them into networks. But they forget that computer networks are built to supplement and support the human chain and not the other way round. They are for a person-to-person exchange of information, knowledge, ideas, opinions, insights, and advice. Peer-to-peer networking is not a piece of cake. But the approach is all that makes the difference. As we see more traditional models of networks, the P2P metrics of human network analysis become even more applicable. 

A perfect analogy in humans and computers in networks could be the nodes (people/routers) and the ties (relationships/links). Once this fact makes itself evident, the utter realization is that human networks are often unplanned and emergent systems! Network ties end up being unevenly distributed, with some areas of the network having a high density of links and others areas of the network sparsely connected. 

The basis for a social analysis is contingent of acceptance of certain facts and algorithms that seem to be common for both, the human, as well as the computer networks. The centrality measures need to be calculated, namely, Activity, Between ness and Closeness.

This paper throws light on some of the basics of graph theory and research done by social network consultants to derive and apply knowledge of human networks, to the design of computer networks. 

Social network researchers and consultants focus on geodesics--shortest paths in the network. Many of today’s social network algorithms are based on a branch of mathematics called graph theory. Social network scientists have concentrated their work, and therefore their algorithms, in the following areas: 

· Individual node centrality within a larger network--network dependency and load upon individual routers 

· Overall path distribution--good connectivity without excessive routing tables 

· Improving communication flow within and between groups--designing better topologies 

· Network patterns surrounding ego networks--strategies for analyzing and manipulating individual router connections 

· Analyzing information flow behavior of client organization--how computer networks can support human networks

One of the methods used to understand networks and their participants is to evaluate the location of actors in the network. Measuring the network location is finding the centrality of a node [3] . All network measures discussed here are based on geodesics--the shortest path between any two nodes. We will look at a social network, called the kite network, that effectively shows the distinction between the three most popular centrality measures--the ABCs--Activity, Betweenness, and Closeness. This model [4] was first developed by David Krackhardt, a leading re-searcher in social networks.

Activity 

Figure 1 shows a simple social network. A link between a pair of nodes depicts a bidirectional information flow or knowledge exchange between two individuals. Social network researchers measure network activity for a node by using the concept of degrees--the number of direct connections a node has.

In this human network, Diane has the most direct connections in the network, making hers the most active node in the network with the highest degree count. Common wisdom in personal networks is "the more connections, the better." This is not always so. What really matters is where those connections lead to--and how they connect the otherwise unconnected! [5] Here Diane has connections only to others in her immediate cluster--her clique. She connects only those who are already connected to each other--does she have too many redundant links?
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Figure 1: Human Network 
 

Betweenness 

While Diane has many direct ties, Heather has few direct connections-- fewer than the average in the network. Yet, in may ways, she has one of the best locations in the network--she is a boundary spanner and plays the role of broker. She is between two important constituencies, in a role similar to that of a border router. The good news is that she plays a powerful role in the network, the bad news is that she is a single point of failure. Without her, Ike and Jane would be cut off from information and knowledge in Diane’s cluster.

Closeness 

Fernando and Garth have fewer connections than Diane, yet the pattern of their ties allow them to access all the nodes in the network more quickly than anyone else. They have the shortest paths to all others-- they are close to everyone else. Maximizing closeness between all routers improves updating and minimizes hop counts. Maximizing the closeness of only one or a few routers leads to counterproductive results, as we will examine below.

Their position demonstrates that when it comes to network connections, quality beats out quantity. Location, location, location--the golden rule of real estate also works in networks. In real estate it is geography-- your physical neighborhood. In networks, it is your virtual location determined by your network connections--your network neighborhood.

Network Centralization 

Individual network centralities provide insight into the individual’s location in the network. The relationship between the centralities of all nodes can reveal much about the overall network structure. A very centralized network is dominated by one or a few very central nodes. If these nodes are removed or damaged, the network quickly fragments into unconnected subnetworks. Highly central nodes can become critical points of failure. A network with a low centralization score is not dominated by one or a few nodes--such a network has no single points of failure. It is resilient in the face of many local failures. Many nodes or links can fail while allowing the remaining nodes to still reach each other over new paths.

Average Path Length in Network 

The shorter the path, the fewer hops/steps it takes to go from one node to another. In human networks, short paths imply quicker communication with less distortion. In computer networks, the signal degradation and delay is usually not an issue. Nonetheless, a network with many short paths connecting all nodes will be more efficient in passing data and reconfiguring after a topology change.

Average Path Length is strongly correlated with Closeness throughout the network. As the closeness of all nodes to each other improves (average closeness), the average path length in the network also improves.

Internetwork Topology 

In the recent network design book, Advanced IP Network Design [6] , the authors define a well-designed topology as the basis of a well-behaved and stable network. They further propose that "three competing goals must be balanced for good network design": 

·   Reducing hop count 

·   Reducing available paths 

·   Increasing the number of failures the network can withstand 

The topologies we model are the most commonly used--Star, Ring, Full Mesh, and Partial Mesh. We compute the social network measures on each of the topologies and discuss how the various measures help us meet the competing goals discussed above.

Star Topology 

The Star topology, shown in Figure 2, has many advantages--but one glaring fault. The advantages include ease of management and configuration for the network administrators. For the Star, the three competing goals delineate as follows: 

· Reducing hop count: The short average path length (1.75) throughout the network meets this goal well. Any router can reach any other router in two steps or less. 

· Reducing available paths: The fact that there are a minimum number of possible available paths (56) to reach all other nodes--will not overload the routing tables, nor cause delays during routing table updates. It takes only seven bidirectional links to create the available paths. 

· Reducing network failures: The network fails miserably if Router A goes down. Also, any link failure isolates the attached router--there are no multiple paths to reach each router.
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Ring Topology 

The Ring topology, shown in Figure 3, is an improvement over the Star. It has some of the same advantages, but does not eliminate all of the drawbacks of the Star. The advantages include ease of management and configuration for the network administrators--adding another router is very simple. Unlike the Star topology, the Ring provides some redun-dancy and, therefore, eliminates the single point of failure--all nodes have an alternate path through which they can be reached. Yet it is still vulnerable to both link and router failures. For the Ring, the three com-peting goals delineate as follows:

· Reducing hop count: The average path length of 2.5 is quite long for a small network of eight nodes. Some routers (that is, A and E) require four steps to reach each other! Many ring physical layers hide this complexity from the IP layers in order to make those hops invisible to routing protocols. 

· Reducing available paths: This configuration has more geodesics (64) than Star, yet not significantly more to overload the routing tables, nor cause delays during table updates. 

· Reducing network failures: Even though network centralization is at the minimum (no node is more central than any other), this network reaches failure quickly because of its weak redundancy. The Ring topology can withstand one link failure or one router failure and still keep a contiguous network. Two simultaneous failures can cause unreachable segments because of the lack of redundancy.
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Full Mesh Topology 

The Full Mesh topology has several big advantages and several faults. The advantages include short path length (one hop) to all other routers and maximum resilience to failure if links or routers start failing. The disadvantages revolve around the complexity created by this topology. For the Full Mesh, the three competing goals delineate as follows: 

· Reducing hop count: The shortest path length possible is attained for all routes--all nodes can reach each other in one hop. 

· Reducing available paths: There are a minimum number of possible available paths (56) to reach all other nodes. The routing entries will not overload the routing tables, nor cause delays during routing table updates. 

· Reducing network failures: The network is not dependent upon any single node (network centralization = 0.000). This configuration represents the most robust topology available--chances are very slim that the number of failures necessary to fragment the network will actually occur within the same time period.
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The disadvantages of the Full Mesh topology all focus on one glaring fault--there are too many physical links. If the routers are far apart, the link costs can quickly become prohibitively expensive because adding routers creates a geometrical explosion in links required--soon the routers do not have enough ports to support this topology. Administering the system and keeping an up-to-date topology map becomes more and more complex as routers are added. The network in Figure 4 has 28 two-way links. Double the routers, in a full mesh topology, and the link count increases by a factor greater than 4.

Partial Mesh Topology 

The Partial Mesh topology is quite different. It is the most difficult to build--there is no simple rule to follow (rule for Star: connect everyone to Router A; rule for Full Mesh: connect everyone to everyone). If built incorrectly, the partial mesh layout can have many of the disadvantages of the former topologies without many of the benefits. If built correctly, the opposite is true--more advantages, fewer disadvantages.

For the Partial Mesh, the three competing goals delineate as follows:

· Reducing hop count: The short average path length (1.667) throughout the network meets this goal well. Any router can reach any other router in two steps or less. Path length is less than that for the Star and Ring topologies. 

· Reducing available paths: The number of available paths in the network (72) is the highest among all topologies, though not significantly more than the Ring topology. As the number of nodes in a network increases, this could become a problem--the average path length vs. path count trade-off needs to be closely monitored. 
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Reducing network failures: Network centralization (0.000) is the same as for the Full Mesh topology--no router, nor link, is more important than any other. As nodes or links are removed from this network, it does not fragment quickly. Chances are slim that the number of failures necessary to fragment the network will actually occur within the same time period. Although we optimized our network centralization for this small "toy" network, we cannot expect this for most real networks. Yet, the goal remains to keep this metric as small as possible.

Conclusion

In the real world we may not have the flexibility to experiment with our network model as we have with these examples. There will be more constraints. The information flows in your organization may require that specific pairs of routers have direct links--even if those connections would not be recommended by the algorithms we have been examining. Yet, when we have our "must-have" connections in place, we can experiment with the placement of the remaining connections using these social network metrics to indicate when we are getting close to a robust, yet efficient topology.

Given "initial conditions," social network methods can model our computer networks and suggest link changes to form an effective topology that has a short average hop count, not too many paths, and just enough redundancy.

References

Computer Networks - Andrew S. Tanenbaum

Advanced IP Network Design - Retana, Slice

IP Journals – Cisco Systems (Illustrations)

Network Encyclopedia, Microsoft Press

Submitted by :

Shweta Puri(B.E. (Comp. Sc.) I.E.T.)
Mohit Sule(B.E. (Comp. Sc.) IV Year I.E.T.)
