THE PROBLEM OF SOFTWARE PIRACY,

ITS EXTENT & ITS ANTIDOTE
Introduction :-
The popular conception of software piracy is that it is the activity of a minority of isolated pirate-hobbyists, copying and trading software for their personal consumption.  Microsoft's allegations reflect a reality that software piracy has expanded from the bedrooms of computer wiz kids to a global trade in stolen software accounting for untold billions of dollars in lost revenue to the software industry.  But Microsoft's statement is even more telling, in that it indicates the impact of software piracy goes far beyond lost income for software company shareholders.  It affects lost jobs in local economies, lost tax revenues to governments, and decreased quality and increased prices for consumers whether private individuals, educational institutions, or businesses.

The earliest text on ethics in computing, Deborah Johnson's Computer Ethics, describes the case of a fictional company known as Bingo Software. It employs 15-20 people, invests $2 million, and spends three years developing an operating system for networked microcomputers. Bingo successfully markets its system for one year.

After the first year, a rival company, Pirate Pete's Software, begins to sell a system very similar to Bingo's, but with additional features. It seems they have examined Bingo's system and copied it, with improvements. Bingo's sales decrease. Meanwhile, it seems that copying of Bingo's system is becoming rampant. Small businesses appear to be buying one copy, then making multiple copies for internal use. They may be giving away copies to other businesses as well. Bingo is unable to recover the full costs of development, and goes into bankruptcy. It is a victim of software piracy.

In order to study the complex problem of software piracy, we intend to conduct a five step ethical analysis.  We will begin by stating the facts.  We will pay close attention to who did what to whom, how much, and how much it really costs.  We will also describe the economic and legal environment of the issue.  Second, we will describe the conflict.  We will describe the competing higher order values.  Next, we will identify the stakeholders.  Beyond the immediate contestants in this conflict, there are others who have a vested interested in the outcome.

Fourthly, it will be necessary to define possible options to mitigate the conflict.  Finaly, we'll need to describe the consequences of each possible resolution, so we might arrive at a reasonable recommendation.

What Is A Copyright?

A copyright is a form of statutory protection, which allows its owner the exclusive right to control, among other things, the copying, distribution and preparation of derivative works of authored materials. International treaties and laws in most countries provide for protection of software under copyright provisions. All Bentley software products and user documentation is protected by copyright. The rights granted to the user of a Bentley product are conveyed to the user by the software license agreement.

What Is A Software License Agreement?

A software license agreement is a legal agreement between a software user (the licensee) and the software developer that sets the terms and conditions under which the software and its accompanying materials may be used.

What Are The Facts About Software Piracy?

Software piracy is the failure of a licensed user to adhere to the conditions of a software licenser, or the unauthorized use or reproduction of copyrighted software by a person or entity that has not been licensed to use the software.

The five most common forms of software piracy are: 

· "Softlifting"-the creation of unauthorized copies by a licensed user for the use of fellow employees, colleagues or friends, contrary to the terms of the license agreement.

· "Hard Disk Loading"-the unauthorized creation and loading of copies of software programs onto the hard disks of computers by hardware dealers.

· "Bulletin Board Piracy" or "Internet Piracy"-the illegal transmission and posting of copyrighted software programs to computer bulletin boards, from on-line services or via electronic mail.

· "Counterfeiting"-the illegal duplication and sale of copyrighted software that is designed to appear legitimate.

"Software Rental" or "Mail Order Clubs"-the rental of software alone or installed on a computer which is, in turn, rented for a specific time period. According to the Business Software Alliance (BSA), the annual estimated loss due to piracy is $13.1 billion (US) worldwide, with a loss of $2.9 billion in the United States alone. Ultimately, software piracy results in the loss of tax revenues, jobs, and growth in the software industry. Laws and regulations throughout the world condemn software piracy. For example, in the United States, software piracy is punishable by statutory damages of up to $100,000 (US) for each work infringed, and may result in a felony conviction. Penalties for felony convictions include fines of up to $250,000 (US) and imprisonment for up to five years!

Software Piracy is and will continue to be an enormous economical problem for software producers.  According to the Business Software Alliance, in 1998, 38% of software in the United States was pirated.  This created a loss of around $11 billion and over 100,000 jobs (see Fig 1).  This is an obvious problem locally, but an even greater problem is international piracy where in some countries 95% of software is counterfeit.  The primary dilemma in many countries is that there are no legal standards for copyright enforcement. 

Laws and regulations throughout the world condemn software piracy. For example, in the United States, software piracy is punishable by statutory damages of up to $100,000 (US) for each work infringed, and may result in a felony conviction. Penalties for felony convictions include fines of up to $250,000 (US) and imprisonment for up to five years!

The Facts on Software Piracy

· Software piracy cost US businesses $4.5 million in fines and legal fees in 1998

· In the US alone, software piracy cost 109,000 jobs in 1998

· By 2008, piracy is expected to cost an additional 175,700 jobs.

Limited liability to educational institutions for copyright infringement by faculty or graduate students. A balance between the rights of authors and the needs of users An exclusive right to Libraries and Archives to supply up to three copies of a work (instead of one, which is in effect today)

The extent :

Software piracy is a problem all over the world. The Software Publishers Association estimates that $11.2 billion was lost to software piracy in 1996. Although the dollar amount declined by 16% over 1995, the decrease was due entirely to lower software prices. The number of pirated copies increased by 20%, to 225 million units. This represents 43% of the new software packages installed in 1996.

In percentage terms, however, other countries far outrank the United States. In Germany, a survey a few years ago disclosed that there were fewer programs purchased than computers. The rate of piracy has decreased considerably, but in 1996, 36% of software packages were still pirated in Germany. Piracy is even more frequent in Eastern Europe, with rates ranging from 53% in the Czech Republic to 98% in Bulgaria. The only region with a higher rate is Asia, where Vietnam has a 99% piracy rate, and China 96%. Cultural factors certainly play a role: In China over the centuries, copying has been regarded as honorable. It is regarded as a compliment if a student can flawlessly reproduce a teacher's work. This philosophy has been reinforced by 40 years of Communism, which outlawed private property and decreed that all goods should be held "in common" by "the people."

However, software piracy continues to pervade all parts of society, even the government. The Army conducted three audits from 1988 through 1990. Based on a statistical sample, the audit agency found that 41 percent of the Army-owned personal computers had undocumented software valued at $21 million. In 1996, the Software Publishers Association received a report that unauthorized computer software was in use at the Department of Labor's Mine Safety and Health Administration in Lakewood, Colo. and Arlington, Va. The report indicated that 40 percent of the software in use on both servers and standalone machines was unauthorized.

The most celebrated example of software piracy by government is the case of the Inslaw company, which sued the Department of Justice for software piracy. In 1982, Inslaw landed a $10-million contract with the Justice Department to install its PROMIS case-tracking software in the 20 largest federal prosecutors' offices nationwide, plus another version in 70 smaller offices. Then Inslaw allegedly spent $8 million enhancing PROMIS on the assumption that they could renegotiate the contract to recoup expenses. But after the Justice Department got the source code, they refused to renegotiate, withheld payments of $1.8M, terminated the contract, and allegedly pirated 20 more copies of PROMIS. By 1985, Inslaw was forced into bankruptcy. The owners kept fighting, & case ended up in U.S. Bankruptcy Court for the District of Columbia. In February 1988, Inslaw was awarded $6.8M damages, plus legal fees.

Under the doctrine of sovereign immunity, the government is ordinarily immune from suit. The only reason Inslaw was able to sue the Justice Department was because they were in the middle of bankruptcy proceedings. However, in 1991, another federal court set aside the verdict, ruling that the Bankruptcy Court did not have jurisdiction. The same year, Danny Casolaro, an investigative journalist researching for a possible book on the case was found dead in a West Virginia motel. Casolaro's murder has not been solved. Congressmen Jack Brooks of Texas and Charlie Rose (D-NC) tried to enact a bill that would force an investigation of the Justice Department and the death of Danny Casolaro, and pay reparations to the owners of Inslaw. However, the House never approved the bill. In 1995 the Senate finally passed a similar measure, but it was not acted upon by the House. Finally, in 1997, a federal court ruled that Inslaw's claims have no merit, and the Justice Department closed the case.

How Can You Avoid Piracy In Your Organization?

There are many things you can do to prevent or stop software piracy:

Affirm Company Policy

Implement and adhere to an anti-piracy compliance program within your organization. The Guide To Software Management, a free publication from the BSA, outlines a step-by-step compliance program that can be implemented by any organization. The guide is available in eight languages and can be ordered free of charge through any of the BSA anti-piracy hotlines or downloaded from the BSA website. The BSA also makes available to organizations their software management tools, SoftScan™ and MacScan™ which are designed to help you identify the licensed and unlicensed software programs installed on your computer systems. You may download your free copy of SoftScan or MacScan by visiting the BSA's website.

Options:-
There are basically five options that can be responsibly taken in to protect the software manufacturers' intangible assets: increase protection of software, increase legal penalties on offenders, permit free educational use of software, make software available free of charge, and lease the software. 

The first measure that could be taken is to increase the copyright protection internal to the software code.  A great deal of software available today already has internal measures to prevent copyright infringement.  Some require the original CD in order to operate properly.  Others require an online registration and verification, which signals the manufacturer if a particular serial number has been installed multiple times.  However, these measures are only effective if the internal protection mechanisms remain intact.  This means the code of software must be made more difficult to de-compile and alter.

A second measure that can be taken is to increase the legal penalties of copyright infringement.  Software piracy is common in countries where copyrights are not guaranteed.  In these countries certain businesses publicly offer pirated CDs for the price of burning a CD.  In such situations a little effort will achieve significant positive effects toward copyright protection.  Bilateral and multilateral relationships between countries are already producing measurable increases in software policing. 

Software can be available free of charge for educational purposes. There are many positive effects to this approach.  Users become familiar with particular software packages that they will use in their future carriers.  People naturally gravitate to familiar software even when a competitor offers a similar or more advanced product.  There is no better example than WordPerfect vs. Microsoft Word.  The WordPerfect community of users is reluctant to switch to Microsoft Word, which has become the world standard in word processing.

Beyond educational purposes, there is an increasing trend for software producers to offer software for free to all users and realize profits through another means.  For instance the Linux operating system is promising to become the platform of the future and a potential rival to Microsoft's Windows family of operating systems.  With its unique approach of connecting numerous programmers around this project it is becoming an arguably better and more stable system than Windows.  Revenue generated from such a method of distribution is based on service charges.  Interest in this type of business has flourished recently with several vendors creating their own special Linux support packages.  Some Linux vendors offer fee-for-service technical support services.  Others offer technical support on a subscription basis.  SGI has recently announced its Linux version with a technical support package that will make Linux available and supportable for business purposes. 

Finally, a new and emerging trend being offered on the market is leasing the software.  All major software manufacturers are announcing their readiness to support this idea with their full lines of software.  The anticipated growth of the Internet's throughput capabilities is quickly turning this idea into reality.  There are a number of web sites that are offering free or for service web-based applications.  One example is desktop.com, a virtual desktop that can be accessed anywhere in the world.  Similarly, when the Internet can support high quality streaming audio, music can be broadcast in the same way that it is by radio.  This environment offers protection of copyrights because no download is required.  Use of such software or music will be on-demand as manufacturers determine terms on which this service will be charged. 

Some Protections Against Copying.:-

Just over ten years ago, it was common for software to come on diskettes that were copy-protected. When copy-protection first came out, the user could run programs only from the floppy. This was inconvenient, especially when more than one or two programs were being run simultaneously. So the next generation of copy-protection only required the user to insert the diskette for validation when launching the program. But it was not long before 

copy-protection was abandoned. The inconvenience hurt sales. And software was developed for breaking copy-protection. In 1985, MicroPro International abandoned copy-protection, and so did Microsoft for Word. In 1986, Software Publishing Corp. followed suit. Ashton-Tate said that stronger anti-piracy legislation around the world strengthened their hand.

Another anti-piracy defense that has just about died out is "dongles." These are programmed chips or electronic locks that are physically attached to a computer. In theory, the software can be run only when the chip is inserted into the correct port. This too is inconvenient, and may tie up a port that is needed to connect another device. Of course, the software can be modified to bypass a dongle just as easily as it can bypass a copy-protected diskette.

Currently, much software requires the user to type in a registration number when the software is first installed. This is not quite as much of an obstacle to piracy, but it does decrease it by forcing the pirates to be more organized, to make sure the correct registration number is distributed with each copy of pirated software.

Combating piracy. The Software Publishers Association asks companies to adopt the following policy:

Software Publishers Association asks the following policy.

 * Appoint a software manager responsible for keeping records on purchases and software use.

 *  Develop a software code of ethics, and make sure employees read it.

 *  Keep a software log, including records of when a program is purchased, who is to use it, and on which machine it is to reside.

 * Perform regular audits. A program called SPAudit automatically lists all the    applications on a hard disk. The list can be compared to purchasing records.

If not dealt with, the problem of software piracy will spread to all kinds of intellectual property. It is becoming easy to scan in documents and digitize audio and video. Already pirated music CDs are a problem in the Far East. Beverly Sills visited China and Japan and saw hundreds of her CDs in covers she had never seen before.

A new software-piracy law was passed by Congress in October 1992. Illegally copying software for private or commercial gain is now a felony. The penalties are 5 years in prison, or a fine of up to $250,000 for someone who has made more than 10 copies of software, carrying a retail value greater than $2500. To receive the maximum penalty, the retail value of pirated software would have to exceed $80 million.

How are violators caught? A disgruntled employee may turn them in. Report from Datamation, May 1995. A "Company with above-average honesty quotient and a zealous microcomputer support manager" spent months negotiating with the SPA. A terminated employee had called their 800 number.

In summary, software piracy is a serious problem, both nationally and internationally. Laws can be passed, but they will be effective only when the community of computer users respects the property rights of software-writers, rights which are essential to the progress of our industry.

Consequences:-
All of these options have both positive and negative effects. The positive effects are apparent in the increased protection of intangible property, while negative effects are expressed in increased expenses or direct loss to the manufacturers.

 

In situations where a software manufacturer increases the level of protection on its products, cost is a major factor.  Such operations usually consume time and resources, and increase demand for programmers.  These are elements that directly increase the cost of production.  Nevertheless, effectiveness of such actions is highly questionable because almost all software packages have been pirated.  Usually such action is just buying time until software will be widely available from illegal channels.

Policing pirated software has a very limited effect.  Only large traffickers are at significant risk of software police, while small entities can easily operate unobserved.  To be effective policing systems must be substantial and thorough.  Policing must go beyond merely ratifying laws.  Enforcement agencies must be empowered and supported to effect significant benefits.  Educating the public is also foundational to success-awareness among users how their business will be affected by non-compliance is key.  Additionally, there is an increased cost to both software manufacturers and the public at large for increased litigation of software piracy cases.

The down side of giving software free for educational purpose is the immediate loss of profits from the relatively large educational market.  However, an overall net loss is a disputable claim.  Initial losses can be made up in the long term by wider consumption in the commercial market as users graduate and influence software acquisitions in their respective industries.  The larger problem is the availability of free or discounted software that is later used or copied outside the educational community.  Controlling this situation is quite difficult for reasons already mentioned and lost profits from pirated software could then be considerable.

Free software widely available on today's market has achieved undetermined success.  Many manufacturers seek revenue by offering a single product for free and expect satisfied costumers to purchase service, other titles, or upgrades with additional features.  A leader in this style of marketing is Netscape.  They offered their browser for free because they expected a commensurate increase in demand for their Netscape Server products.  However, it is possible for consumers to use only free software and still satisfy all their application needs.  In the Netscape example, one can use the Netscape browser for free and Apache Web server for free too.

Finally, leased software being such a recent entrant into the mix, we have only a limited amount of observation from which to draw conclusions.  Present indications would suggest that this method of distribution has relatively limited negative consequences.  The biggest obstacle facing leased software is bandwidth.  Currently, these applications have poorer performance than applications executed on a local machine.  However, efforts by the biggest companies in software manufacturing, in particular Sun and Microsoft, would indicate that there is a future for products of this type.

It is difficult to reason that unmitigated software piracy is beneficial for anyone other than the pirates.  Every player in the game pays in some way for the activities of software pirates, whether small or great.  Consequently, it is difficult for honest individuals to side with software pirates however attractive no-cost, penalty-free software may appear.  It is therefore necessary, for us to recommend measures be implemented to decrease the incidents of software piracy.

The free market will reign with regard to efforts like providing software for free, provide software for free to educational institutions, leasing software, and investing in increased security measures.  Survival in the market place will be afforded to those manufacturers who apply the right mix of these measures to remain competitive.

However, our government cannot be relieved of its responsibility by casually suggesting market forces will prevail.  Laws must be clearly defined and enforcement must be aggressively applied.  Individual traffickers must be searched out and appropriate penalties be levied against their enterprises.  Some manufacturers have been so discouraged by the government's failure to firmly enforce copyright law they have taken the lead in rooting out counterfeiters and filed court actions on their own.  This trend must be reversed.  Manufacturers should be encouraged to protect their intellectual property, but not because their government is falling down on the job.

Our elected officials and federal agencies need to actively pursue cooperation with foreign governments and agencies to enact cooperation treaties.  Primary offender nations need to be held accountable for their inaction and duly penalized for non-cooperation.

Finally, individuals need to be informed and take personal steps to remain uninvolved in the piracy trade.  We would be naïve to consider a future without software piracy.  However, through cooperation among all stakeholders on the side of protecting all copyrighted material, we can shift the consequences of illegal activity to rest more squarely on the shoulders of the software pirates.

Anti-Piracy Hotlines:

Argentina 0.800.9.7638, Australia 1.800.021.143, Belgium 32.2.361.54.44; 0800.13.9.33 toll free, Brazil 0800.11.00.39 inside; 5511.800.110039 outside, Canada 800.263.9700, Chile 56.2.800.260020, Colombia 257.5763; 9.800.12575, Denmark 80.34.00.00, Ecuador 09.724.300, France 33.1.43.33.9595, Germany 49.130.171801 toll free, India 091.11.611.4971, Indonesia 021.522.2158, Japan 
81.120.79.1451, Korea 080.022.3975 toll free, United Kingdom 44.0800.510510, United States 1.888.NO.Piracy toll free
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