SET- Secure Electronic TransactionTM
Setting the Stage for Safe Internet Shopping

Internet shopping is an enticing concept. It's the world's largest shopping mall, open 24-hours a day. Just about anything a person needs or want can be purchased on the Web and delivered right at his door. 

Yet in spite of the convenience offered by the Internet, some consumers are reluctant to take advantage of this new shopping mode. They may question an Internet retailer's authenticity, and they may be uncomfortable giving their credit card number over the Internet. 

On February 1, 1996, Visa International and MasterCard announced, with others in the industry, the development of a single technical open industry standard for the secure transmission of payment information over the Internet and other electronic networks. SETTM was developed by Visa and MasterCard, with participation from leading technology companies, including Microsoft, IBM, Netscape, SAIC, GTE, RSA, Terisa Systems, and VeriSign
This standard is called the SET-SECURE ELECTRONIC TRANSACTIONTM specification. This specification, also known as the SETTM specification, includes digital certificates - a way of verifying the actual cardholder is making the purchase - and will provide financial institutions, merchants, and vendors with a new and safe way of getting the most from the emerging electronic commerce marketplace.  An increasing number of vendors are now committed to SET Secure Electronic Transaction TM, soon to be the new standard for secure online shopping. SET will provide a safe and reliable payment process that's also convenient, spontaneous, and universal. 

SET promises a safe future for this new era in commerce.

The development of SET Secure Electronic Transaction TM standards for shopping on the Internet will ensure that the future of Internet shopping is going to be even better and safer. 

SET uses a system of locks and keys along with certified account IDs for both consumers and merchants. Then, through a unique process of "encrypting" or scrambling the information exchanged between the shopper and the online store, SET ensures a payment process that is convenient, private and most of all secure. Specifically, SET addresses seven major business requirements: 

· Establishes industry standards to keep your order and payment information confidential. 

· Increases integrity for all transmitted data through encryption. 

· Provides authentication that a cardholder is a legitimate user of a branded payment card account. 

· Provides authentication that a merchant can accept branded payment card transactions through its relationship with an acquiring financial institution. 

· Allows the use of the best security practices and system design techniques to protect all legitimate parties in an electronic commerce transaction

· Create a protocol that neither depends on transport security mechanisms nor prevents their use.

· Facilitate and encourage interoperability among software and network providers

These business requirements are addressed by the following features of the SET protocol: 

· Confidentiality of Information. Cardholder information must be secured as it travels across the network in order to prevent unauthorized access by individuals. SET addresses this by the use of message encryption to ensure the confidentiality of information. 

· Integrity of Data. SET must guarantee that the message content is not altered as the information (e.g., order and payment information, personal data) is transmitted across the network. SET uses digital signatures to ensure the integrity of payment information. 

· Cardholder Account Authentication. In order to allow merchants to verify that a cardholder is a legitimate user of a valid branded payment card account number, SET uses digital signatures and cardholder certificates. 

· Merchant Authentication. In order to allow cardholders to authenticate merchants, SET uses digital signatures and merchant certificates. 

· Interoperability. SET interoperability uses specific protocols to provide interoperability of applications developed by various vendors. Therefore, any cardholder with compliant software must be able to communicate with any merchant software that also meets the defined standard. SET interoperability tests are still ongoing. 

The scope of SET Specification

The following are within the scope of this specification:

· Application of cryptographic algorithms (such as RSA and DES)

· Certificate message and object formats

· Purchase messages and object formats

· Authorization messages and object formats

· Capture messages and object formats

· Message protocols between participants
Outside the scope of SET specification

· The following are outside the scope of this specification:

· Message protocols for offers, shopping, delivery of goods, etc.

· Operational issues such as the criteria set by individual financial institutions for the issuance of cardholder and merchant certificates

· Screen formats including the content, presentation and layout of order entry forms as defined by each merchant

· General payments beyond the domain of payment cards

· Security of data on cardholder, merchant, and payment gateway systems including protection from viruses, Trojan horse programs, and hackers

Note: This is only a partial list of categories of things that are outside the scope of the SET specification.

How SET Works?

The SET Internet payment system mirrors today's physical world payments. In fact, SET's goal is to make Credit card accounts as easy to use in cyberspace as they are to use at the local store. 

For Internet payments, consumers will need two things: 

· A Digital Wallet: This is software that's used to store MasterCard account information. 

· A Digital Certificate or ID: This is identification used on electronic payment slips. 

The Digital Wallet is simply a place where your personal information (digital certificate, card number, expiration date, etc) is stored. And just like a regular wallet, one will need to access it and use it during your shopping experience. And to ensure its safety, the Digital Wallet is protected by a password. Cardholders will be able to download a Digital Wallet off the Internet. Digital Wallets will also be bundled into new web browsers. 

A Digital Certificate (sometimes called a digital ID) is proof that the card-issuing bank has validated your identity. It tells the merchant that you are the legitimate owner of the Credit card in your Digital Wallet. Cardholders will be able to request their Digital Certificate from their card-issuing bank. To be certified for a Digital Certificate, one will be directed to a World Wide Web site connected to your bank's Certificate Authority. You'll need to provide answers to some questions that only you can answer. For example, you may be asked for your birth date and mother's maiden name. Once your bank confirms this personal information, you'll get a Digital Certificate, which will be stored in the Digital Wallet. 
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Payment System Participants

Merchants Will Also Be Certified.

Just as consumers need to have digital account IDs and special software, so too will merchants. Merchants need to obtain SET server software to store their digital account IDs.

SET reinforces the relationship between a merchant and the merchant's bank for secure electronic commerce. The merchant will contact their bank to obtain their own digital certificate.

After merchants obtain their SET certificate, they will need to upgrade their systems to process SET transactions. This software most likely will be purchased from a SET certified provider. SET certified providers and the current status of their respective products that are enrolled in SET compliance testing can be found on the SETCo compliance matrix.

Digital Certificates

Digital certificates (also known as electronic credentials or digital IDs) are digital documents attesting to the binding of a public key to an individual or entity. They provide a means of proving your identity in an electronic transaction; much like a driver’s license or a passport does in a face-to-face interaction. In SET, once you obtain a Digital Certificate, it assures your merchant that the payment information they receive from you is really from you. Just as the cardholder signature proves that the presenter of the plastic is the authorized user of the account, Digital Certificates do the same in Cyberspace. A Digital Certificate helps to prevent people from using phony keys to impersonate other users. Used in conjunction with encryption, Digital Certificates provide a more complete security solution, verifying the identity of all parties involved in a transaction. 

A Certificate Authority (CA) is a trusted third party organization or company that issues digital certificates. The CA is responsible for guaranteeing that the individuals or organizations granted these unique certificates are, in fact, who they claim to be. 

In the SET environment, there exists a hierarchy of Certificate Authorities. The SET protocol specifies a method of entity authentication referred to as trust chaining. This method entails the exchange of digital certificates and verification of the public keys by validating the digital signatures of the issuing CA. This trust chain method continues all the way up to the CA at the top of the hierarchy, which is referred to as the SET Root CA. The SET Root CA is owned and maintained by SET Secure Electronic Transaction LLC.

Certificates are verified through a hierarchy of trust illustrated in the figure below. Each certificate is linked to the signature certificate of the certificate issuing entity. Certificates are validated by following the trust hierarchy to the Root CA. The path through which the certificates are validated is called the “signature chain
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How do Digital Certificates work?

Digital Certificates use public key encryption techniques that use two related keys, a public key and a private key. Installing your Digital Wallet software creates these keys. A Certificate Authority, run by your bank or by Credit card agency, uses your public key to create your Digital Certificate. Digital Certificates are attached to credit card payment transactions. Each piece of SET software tests the authenticity of the previous Digital Certificates.

Obtaining a Digital Certificate

After you have installed your wallet software, but before you can actually make a fully SET compliant purchase, you have to attain a cardholder digital certificate from your bank's certificate authority. 

This is how the process works: 

Using your web browser, go to your bank's certificate application web page (the bank should supply you with this information). Once on this page, one has to click on the "wake-up" link. Clicking on this link "wakes-up" - or activates - your wallet and initiates the process of requesting your digital ID. Most digital wallets will ask you to enter your user name and password prior to proceeding. This is one method to secure the storage of important information within your digital wallet. 

Now that your wallet has been "opened", you may 

· Select an existing account for which you want a certificate - or - 

· Select a new account, and enter the new account number. 

After selecting the account, one has to click on the "Get Certificate" button. This will send a request for a certificate to your bank's Certificate Authority. In order to validate you as an authorized user of the card, you will be asked some questions that only you can answer. The answers provided must exactly match the answers that are expected. The questions will vary by bank but may include such things as: 

· Mother's maiden name 

· Passport Number 

· Card Verification Code (the last three digits after your account number on the back of your Credit card) 

The answers will be validated by your bank or by the Certificate Authority using information supplied by your bank. This process will occur while you wait. If your answers are correct, you will immediately receive a certificate, which will automatically be loaded, into your digital wallet

Public-Key Cryptography

SET uses RSA public-key cryptography in its encryption process. Public-key cryptography uses two keys--one to encrypt and the other to decrypt the message. Each user has two keys: a public key and a private key. The data encrypted with the public key can only be decrypted by using the private key (providing no one else has access to the private key). In terms of a secure electronic transaction, a merchant could create a public/private key pair and publish the public key allowing any consumer to send a secure message to that merchant. 
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With regards to the import and export of public-key cryptography, the SET protocol is limited to the financial portion of shopping, and the content of the SET messages has been reviewed to satisfy the concerns of various government bodies. The SET specification claims that as long as software vendors can demonstrate that the cryptography used for SET cannot be used towards other purposes, then import and export licenses should be obtainable

Cryptography Techniques Used in SET

The SET Specification provides a mechanism to enable secure payment card transactions over unsecured networks

· Data Confidentiality

· The idea of data confidentiality is fundamental to protecting transactions

Data confidentiality is the protection of sensitive and personal information from unintentional and intentional attacks and disclosure. Securing such data requires data encryption and associated key management in uncontrolled environments, such as unsecured networks.

Data confidentiality and methods of authentication can be provided by the field of cryptography [RSA96]. The SET Specification calls on a variety of techniques, some of which are highlighted in this section. These techniques include:

· symmetric encryption,

· asymmetric encryption,

· digital signatures, and

· hash function.

Symmetric encryption

Symmetric encryption is a method of converting data into an unintelligible form so that only participants who possess the secret key can recover the meaningful data. Two symmetric ciphers are used in SET: DES [NIS94a] and CDMF [JMLW93].

With symmetric encryption, both the sender and the receiver of the encrypted message must possess the same key.

Asymmetric encryption

Asymmetric encryption is also a method of converting data into an unintelligible form. It differs from symmetric encryption in that the sender of the message and the recipient use different keys. In fact, the public key, used to encrypt the message, is published (as the name implies); therefore, anyone can send an encrypted message to the intended receiver. 

However, only the receiver is able to decrypt the enciphered message, since only the receiver possesses the corresponding private key. This private key must be kept secret

Digital Envelope

In SET, asymmetric and symmetric encryption techniques are used together for a digital envelope, in which:

first, the message is encrypted using a symmetric cipher with a randomly generated key then, the key is used to encrypt the message is itself encrypted using public-key encryption. In SET, RSA [RSA78] is the only specified method of public-key encryption

Digital Signatures

A public/private key pair can also be used to generate a digital signature. To provide a digital signature, a document is transformed in a way that depends on the private key of the signer. Since the corresponding public key is widely available, this transformation can be reversed by anyone using the public key. In essence, public-key cryptography is being used to perform an operation that can only be successfully completed by one person, yet can be verified by anyone. These properties are analogous to the conventional handwritten signature. 

Digital signatures are also widely used to provide public-key certificates. Such certificates are used to assure users that a specific public key is legitimate and indeed belongs to the correct user.

SET uses a distinct public/private key pair to create the digital signature. 

Each SET participant will possess two key pairs: 

· A "key exchange" pair for the process of encryption and decryption. 

· A "signature" pair for the creation and verification of digital signatures
Hash Function

Another primitive widely used in SET is a hash function. Hash functions have a wide variety of properties. The specific hash function used in SET, SHA-1 [NIS94b], is used at different places for different reasons. 

Two of the main properties of SHA-1 are:

· collision-resistance—meaning that it is difficult to find two inputs that produce the same output 

· one-wayness—meaning that it is difficult to find any input that produces a given output. 

SHA-1 is also used because it is believed that: the output from an iteration of SHA-1 is not easily distinguished from a truly random string the outputs from two closely related, but distinct, inputs to SHA-1 will appear to be unrelated

Payment Processing

Cardholder Registration

Cardholders must register with a Certificate Authority (CA) before they can send SET messages to merchants. In order to send SET messages to the CA, the cardholder must have a copy of the CA public key-exchange key, which is provided in the CA key-exchange certificate.

The cardholder also needs a copy of the registration form from the cardholder’s financial institution. In order for the CA to provide the registration form, the cardholder software must identify the issuing financial institution to the CA. Obtaining the registration form requires two exchanges between the cardholder software and the CA. The registration process is started when the cardholder software requests a copy of the CA’s key-exchange certificate

The following figure provides a high-level overview of the cardholder registration process, showing its seven fundamental steps
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Merchant Registration

Merchants must register with a Certificate Authority (CA) before they can receive SET payment instructions from cardholders or process SET transactions through a payment gateway. In order to send SET messages to the CA, the merchant must have a copy of the CA public key-exchange key, which is provided in the CA key-exchange certificate.

The merchant also needs a copy of the registration form from the merchant’s financial institution. The merchant software must identify the Acquirer to the CA.The registration process starts when the merchant software requests a copy of the CA’s key-exchange certificate and the appropriate registration form.

The following figure provides a high level overview of the merchant registration process showing its basic five fundamental steps.
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Purchase Request

The SET protocol is invoked after the cardholder has completed browsing, selection, and ordering. Before this flow begins, the cardholder will have been presented with a completed order form and approved its contents and terms, such as the number of installment payments if the merchant is billing for the transaction in installments. In addition, the cardholder will have selected a payment card as the means of payment.

In order to send SET messages to a merchant, the cardholder must have a copy of the Payment Gateway’s key-exchange keys. The SET order process is started when the cardholder software requests a copy of the gateway’s certificate. The message from the cardholder indicates which payment card brand will be used for the transaction.

The following figure provides a high level overview of the purchase request portion of a cardholder’s order process, showing its five fundamental steps
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Payment Authorization

During the processing of an order from a cardholder, the merchant will authorize the transaction. The merchant software generates and digitally signs an authorization request, which includes the amount to be authorized, the transaction identifier from the OI, and other information about the transaction. The request is then encrypted using a new randomly generated symmetric key, which in turn is encrypted using the public key‑exchange key of the Payment Gateway. (This is the same key the cardholder used to encrypt the digital envelope of the payment instructions.) The authorization request and the cardholder payment instructions are then transmitted to the Payment Gateway.

Note: The SET protocol also includes a sales transaction that allows a merchant to authorize a transaction and request payment in a single message. While the sales message includes an additional block of data on the request from the merchant, it otherwise parallels the message flow described in this section. 

The following figure provides a high level overview of a merchant’s payment authorization process, showing its three fundamental steps
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Payment Capture

After completing the processing of an order from a cardholder, the merchant will request payment. There will often be a significant time lapse between the message requesting authorization and the message requesting payment.

The merchant software generates and digitally signs a capture request, which includes the final amount of the transaction, the transaction identifier from the OI, and other information about the transaction. The request is then encrypted using a new randomly generated symmetric key, which in turn is encrypted using the public key‑exchange key of the Payment Gateway. The capture request and optionally the capture token if one was included in the authorization response  are then transmitted to the Payment Gateway.

Note: While the flow described here contains only a single capture request, the merchant software is permitted to batch multiple requests into a single message. The following figure shows the three steps in the payment capture process.
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SET Secure Electronic Transaction LLC

On December 19, 1997 a new corporate entity called SET Secure Electronic Transaction LLC (a.k.a. SETCo), was formed by Visa and MasterCard to provide the structure that will govern and direct the future development of the SET Secure Electronic TransactionTM protocol, as well as other key functions that are required to support the implementation of this standard. Agreements were finalized in the second quarter of 1998 with American Express and JCB Co., Ltd. to become full partners in SETCo. 

The SETTM standard provides a higher level of security for payment card transactions made over the Internet, and the combined support of the companies that make up SETCo is a strong endorsement of SET. SETCo will manage the SET specification, oversee software compliance testing through Tenth Mountain Systems, Inc. and address any issues that may arise related to the adoption of this global payment standard. SETCo participants will work together to facilitate the adoption of the SET protocol, thereby opening the Internet marketplace and providing greater security for online transactions processed across open networks such as the Internet. SETCo will initiate the development of new versions of the SET protocol with the close cooperation of technology partners and financial institutions that are willing to contribute to the joint effort.

SETCo is focusing initially on the following two electronic commerce initiatives in support of the SET infrastructure: 
1.The creation, management and maintenance of an Industry Root Key Certificate Authority, which will manage the Industry Root Key - a component of all software that complies with the SET protocol.

2. The coordination of SET Software Testing and Compliance Services, with Tenth Mountain Systems, Inc., to ensure that the software used by consumers, merchants and payment card companies is fully compliant with the published SET protocol. Only software that passes all aspects of this testing program will be eligible to display the SET trademarks

SET Secure Electronic Transaction LLC awards the SET Mark to products that complete SET compliance testing, complete interoperability testing, sign the necessary licensing agreements, and maintain their products within the current Specification. Costs for enrollment vary per component.

SET Software Compliance Testing Authority 

SET Secure Electronic Transaction LLC has contracted Tenth Mountain Systems of San Diego, CA to administer the SET Software Compliance Testing process. 

SET Tests Software Export Notification

Tenth Mountain Systems distributes the SET Tests Software to vendors enrolled in compliance testing. The SET Tests Software contains 40 and 56 bit DES and up to 2048 bit RSA encryption software. The SET Tests Software has been qualified by the US Department of Commerce for a Mass Market Technology and Software -- Unrestricted (TSU) Export License Exemption.  

SETTM gaining Industry Support

SET Secure Electronic Transaction™ LLC (SETCo), the consortium that manages and promotes the Secure Electronic Transaction protocol, recently announced that software industry support is growing and will facilitate global adoption and deployment of SET technology. Microsoft Corporation is the most recent member to adopt these standards and joins 18 other leading vendors supporting the SET technology. 

SETCo established a compliance program earlier this year to ensure global consistency and to help facilitate interoperability around the world. This program has attracted 18 software vendors from several countries who are committed to implementing SET in this manner. These vendors provide wallets, merchant payment software, payment gateways, or certificate servers. 

Microsoft has enrolled their Internet wallet in this compliance-testing program for the SET 1.0 protocol. Microsoft's wallet will help foster acceptance of SET in the online world among consumers, banks, and merchants. Microsoft Wallet is electronic payment software for PCs, designed by the Microsoft Corporation to work with the Windows operating system, and supports the Microsoft Internet Explorer browser as well as other leading Internet browsers. Microsoft Wallet securely stores private user information, including payment cards, addresses, and other transactional information. 

The compliance tests are key in ensuring that the many solutions that are being brought to market will adhere to a common standard, regardless of platform or source. Consumers will be able to shop online with greater confidence and security as they begin to use payment software that has successfully completed SET compliance testing. 

SET compliance comprises a series of tests for four SET applications: the wallet software, which performs both merchant authentication and initiation of secure payments and also holds the cardholder's credit/debit or charge card information; the merchant payment acceptance software, which implements SET at merchant web sites, enables the authentication of the merchant and implements a standard payment process; the acquirers' payment gateway software, which allows transactions to flow securely from the Internet to the payment networks; and the certificate authority software used in issuing digital certificates. 

Presently, four software wallets have passed the SETCo compliance tests and been awarded the SET compliance trademark. These are GlobeSet, Trintech, Spyrus/Terisa, and VeriFone. Additionally, GlobeSet's merchant, payment gateway and certificate server have also been awarded the SET trademark. This growth in SET compliant software availability is expected to stimulate global adoption of SET.

External Standards used in SET

SET design is based on standards established by industry (existing infrastructure), Internet, and international organizations as defined in ISO, IEFT, PKCS, and ANSI standards. This appendix identifies the distinctive standards, algorithms, and certificates supported by the SET specifications

ASN.1 (Abstract Syntax Notation)

ASN.1 is the notation used by SET for specifying messages.  The 1995 version of the ASN.1 specification is described in ISO/IEC 8824-1, 8824-2, 8824-3, and 8824-4 documents Distinguished Encoding Rules support the encoding of protocol data in unambiguous fashion both in payment messages and in certificates (as specified in X.509). The 1995 version of the DER specification is described in ISO/IEC 8825-1.

DER (Distinguished Encoding Rules)

Support the encoding of protocol data in unambiguous fashion both in payment messages and in certificates (as specified in X.509). The 1995 version of the DER specification is described in ISO/IEC 8825-1.

DES (Data Encryption Standard)

Standard for data encryption (as specified in FIPS PUB 46-2).  The DES key is distributed in an encrypted form within a digital envelope using public key encryption

HTTP (Hyper-Text Transport Protocol)

This World Wide Web Transport Protocol supports existing WWW browsers and servers (as specified in RFC 1945).

ISO 3166:1993

Codes for the representation of names of countries

ISO 4217:1995

Codes for the representation of currencies and funds

ISO 7812:1985

Identification Cards - Numbering system and registration procedure for issuer identifiers which includes the definition for computing for check digit

ISO 8583:1993

Financial Transaction Card Originated Messages - Interchange Message Specifications

ISO 9594-8:1997

ITU-T Recommendation X.509 (1997), Information Technology - Open Systems Interconnection - The Directory Authentication Framework. The certificate format supported by the SET specification

ISO 9834-7

Provides an international registration authority for object identifier arcs

MIME (Multipurpose Internet Message Extensions)

Used for encoding of envelopes for payment messages, supports browser recognition of payment messages, and supports electronic mail based commerce.

PKCS (Public Key Cryptography Standards)

Define the cryptographic message syntax (PKCS #7) and certificate request message syntax (PKCS #10).

RFC 1766

Language tag standard

SHA-1 (Secure Hashing Algorithm)

Developed jointly by NIST and NSA (as specified in FIPS 180-1). SET uses SHA-1 for all digital signatures

TCP/IP

Protocol family supporting Internet communication

X.509

ITU-T Recommendation X.509 (1997)|ISO/IEC 9594-8:1997 Standard for encoding of Public Key Certificates. The certificate format supported by the SET specification is defined in the ISO standard X.509 version 3; ANSI X9.57 (also ISO/IEC 9594-8:1993).

SET Glossary

Some of the most commonly used terms associated with SET. 

	Browser plug-in
	Software that is installed on your computer used to add functions to your Web browser.

	Certificate
	In SET, a certificate is a public key that has been digitally signed by a trusted authority (your financial institution) to identify the user of the public key. SET uses certificates to encrypt payment information.

	Certificate Authority
	A service your bank (or its designate) provides that digitally signs public keys sent to it by a web browser or the merchant's server software.

	Cryptography
	The practice of digitally "scrambling" a message using a secret key or keys. These keys are used to unscramble or decrypt the message.

	Digital ID
	See Certificate 

	Digital Wallet
	In the physical world, your wallet stores your credit cards and cash. In the online world, your digital wallet is installed as a plug-in to your web browser. Like your real wallet, your digital wallet stores your Credit card number and your shipping information. Unlike your real wallet, you need to know the secret "password" to use what's inside. Your wallet implements the "encryption" that makes SET secure.

	Online Catalog
	Shopping on the Internet is easy with online catalogs! Online catalogs are Web pages that display items for sale by an online merchant. 

	SET
	The SET Secure Electronic TransactionTM protocol is an open industry standard developed for the secure transmission of payment information over the Internet and other electronic networks.

	SSL
	Secure Socket Layer (SSL) (developed by Netscape Communications Company) is a standard that encrypts data between a Web browser and a Web server. SSL does not specify what data is sent or encrypted. In an SSL session, all data sent is encrypted.

	SET Logo
	The SET logo is your assurance that the merchant is using software that has successfully completed the SET Software Certification test.

	Shopping Cart
	Your shopping cart is part of an online catalog that keeps track of the items that you have decided to buy. Don't forget to "check out" and complete your SET transaction.

	Virtual Sales Slip
	Detailed information on a financial transaction, which is generated by the merchant's online store and downloaded to your digital wallet. Typical items contained in the virtual sales slip are confirmation of your order, shipping details, tax (if applicable), and total amount of sale


Future Directions

As more SET trials are implemented, feedback from the trials shed some light on how well the technology is being accepted. Continuing developments are expected for the standard in the coming times and include: 

· The SET 1.0 software implementations will undergo testing for compliance. 

· Vendors will need to complete compliance testing, which will include interoperability testing and ultimately certification, before receiving a SET mark indicating that their products are SET-compliant. 

· The Software Certification authority, which will review compliance results and the SET Mark.

· Widespread availability of SET-compliant software. 

Conclusion

SET is a payment protocol designed to protect consumers' bankcard information when they choose to use bankcards to pay for goods and services on the Internet and other open networks. SET does not go beyond that scope or explore areas that are being addressed by the computer industry; specifically, it does not define the shopping or ordering process; it does not define payment method selection such as credit card, check or mail device or operating system

Today, the SET protocol is being incorporated into several payment options, including digital cash, smart cards, credit cards, debit cards, electronic checks. A number of technology vendors offer SET tool-kits that allow companies to incorporate the SET protocol into their own applications.

Uncertainty remains in the marketplace over how SET will coexist with current credit card company business practices. These companies have been accused by some industry analysts and merchants as being slow to adjust to the rapid release cycle of Web-based products. As is being said,” The security was easy, it’s the business problems that have proven to be difficult.''

The pace at which SET pilots are taking place across certain areas of the world reflects the eagerness with which businesses want to grasp the new technology that will take them even further into the world of electronic commerce. However, it is worth noting that it may take a while longer, mainly because of the time involved in implementing the infrastructure needed for secure electronic transactions. Nonetheless, the SET standard is a major step forward for businesses that want to trade securely on the Internet. As with any emerging market, caution is advised while keeping an eye on the technology's potential
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