Virus v/s anti-virus
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Introduction

When you listen to the news, you hear about many different forms of electronic infection. The most common are: 

· Viruses 

· Email viruses 

· Worms 

· Trojan Horses 

This section gives a brief introduction to computer viruses: what they are, how they can spread, and what they can do?
What is a virus?

A computer virus is a small program written by an ill intentioned hacker meant only to ruin someone’s day. A computer virus is a program that can "infect" other programs by modifying them to include a copy of it.  Viruses can also contain instructions that cause damage or annoyance; the combination of possibly damaging code with the ability to spread is what makes viruses a considerable concern.   For example, they can trigger after a specific number of executions or on a specific date, such as Friday the 13th or April 1st or can occur at random.  Depending on the motives of the virus author, a virus can contain no intentionally harmful or disruptive instructions. Or, it can cause damage simply by replicating itself and taking up scarce resources, such as hard disk space, CPU time, or network connections. Some typical things that some current Personal Computer (PC) viruses do are: 

Display a message, erase the hard drive or even corrupt the BIOS, erase files, Scramble data on a hard disk, Cause erratic screen behavior, Halt the PC. 

Many viruses do nothing obvious at all except spread! 

The most reliable way to find viruses is to use competent anti-virus software as discussed later. Computer Viruses are always attached to an executable file. When the owner of the computer receives a virus and executes the file it is attached to it is immediately active and infects other files. You can catch viruses from Internet Downloads, E-mail Attachments, and Diskettes or by any other method that you can transfer files to your computer.

Some Viruses "Hide out" in a computer until a trigger date for instance the CIH virus that only becomes active on the 26th of each month. 

Why call virus, a virus?

Computer viruses are called viruses because they share some of the traits of biological viruses. A computer virus passes from computer to computer like a biological virus passes from person to person. 

A biological virus is not a living thing. A virus is a fragment of DNA inside a protective jacket. Unlike a cell, a virus has no way to do anything or to reproduce by itself -- it is not alive. Instead, a biological virus must inject its DNA into a cell. The viral DNA then uses the cell's existing machinery to reproduce itself. In some cases, the cell fills with new viral particles until it bursts, releasing the virus. In other cases the new virus particles bud off the cell one at a time and the cell remains alive. 

A computer virus shares some of these traits. A computer virus must piggyback on top of some other program or document in order to get executed.
How Serious is the virus Problem? 

Viruses are a relatively new problem and require some new approaches to deal with them effectively. Although it is possible to write a virus for virtually any computer, the viruses that are commonly spreading in the world today are limited to microcomputers. There are no known viruses in circulation that run in native sessions of IBM's OS/2, AIX, VM, MVS or OS/400 operating systems.

Because a single virus could potentially spread throughout an organization, the damage it could cause might be much greater than what could be caused by any individual computer user. The problem is that viruses modify software in an uncontrolled way, which can damage the software. With all the viruses around, everyone needs good anti-virus software. 

But what is anti-virus software, and what does it do?  

Understanding Anti-virus Programs 

What Are Anti-virus Programs? 

To understand anti-virus programs, it is useful to understand the basic behavior of known viruses. Generally, all viruses insert copies of themselves in one or more of the following: 

· Boot records (initialization areas on diskettes or hard disks). 

· Files (typically stored on diskettes or hard disks). 

· Binary executable files.

· Macros in files containing data.

Anti-virus programs take advantage of either the general characteristics of all viruses that they change file or boot records.

The anti-virus program examines the system for something characteristic of either the behavior, or the appearance of specific viruses or classes of viruses. When it finds something with one of these characteristics, it can warn the user, try to prevent the virus from spreading.
Properties Of A Good Anti-Virus Program:

There is a wide variety of anti-virus software, which uses many different techniques.  

Each has advantages and disadvantages.  

· In truth, a good anti-virus program utilizes multiple techniques and formats. 

· The software should not take much user knowledge and should not cause technical problems.  

· The software should be able to detect all major viruses with good accuracy.

·   Programs that need updating should have a convenient and timely manner to do so. 

· The software should not slow down your computer or take several hours to complete a scan.   

The virus and anti-virus program writers seem to feed each other’s jobs.

As anti-virus programs get better, the virus programmers work even harder write undetectable and efficient viruses. In turn, the anti-virus authors must create more clever programs. 

Techniques by anti viruses

There are many anti-virus programs available to the public.  Some are free-of-charge downloads, and others can be purchased from an anti-virus software publishing company.  Regardless of the source of the program, they all detect viruses using one of several techniques and many of them use several of the techniques described below.

Scanning

Programs utilizing virus scanners are the most common type of anti-virus programs.  Scanners search the computer for known virus codes.  It is looking for virus code patterns that are not found in normal program files. Scanners can be general where they search for all kinds and classes of viruses or detect and clean only a small number of viruses on one class.  

Limitations

Two errors that anti-virus software can make are that it fails to find a virus that is there, or it reports that there is a virus when there is not (referred to as a false alarm).   A scanner can make either of these errors. It might report a virus pattern, or false alarm, when there isn’t a virus because the virus pattern code just happens to also match a part of a normal file code. 

On the other hand, if the scanner is not updated to search for the specific code for a new virus, it cannot detect that virus.  For this reason, scanners need to be updated on a regular basis.

Change Detection

Change detection is another technique used where the software detects changes made in files.  When checking executable files, there should be little change unless the software has been updated.  Since this anti-virus program looks for changes it is not dependent on knowing about new viruses so does not need updated.

It should be noted that for change detectors to work, they must first know what is on the computer. This makes it difficult for them to detect viruses existing before they run on the machine.

Limitations

From a disadvantage point of view, the user will need to have some knowledge to know on how to respond when the software reports a change.  The user will have to determine if the file change is normal or not.  It is also possible that the user will have made a purposeful change so the user thinks the changed file is okay, but in reality, a virus has been programmed to infect during the user’s change so the virus escapes detection by the anti-virus software. 

Combination Technique

To detect unknown viruses, combinations of techniques are used. "Checksum comparison" and "intelligent checksum analysis" accomplish this task by comparing the current fingerprint of a suspect file, called a checksum, to the checksum recorded when the file was known to be clean. Changes in the checksum can alert the program file changes caused by a virus. 

Heuristic Analysis

When an anti-virus program detects viruses by looking for characteristic behaviors of them it is using a technique called heuristic analysis. Some heuristic scanners use the computer's RAM (random access memory) to set up a virtual computer.  It actually tests the computer's programs by running them in this virtual situation and observing what they do.

Verifier

Verifiers identify the specific virus that has been detected by the software.  

The verifier program requires that in-depth analysis of the virus code be done. 

Limitations with anti-virus

It is impossible to completely prevent systems from becoming infected as long as new programs can be introduced on them or their existing programs can be modified. It is also impossible to detect all possible viruses without error. Therefore, it is always possible for systems to become infected. It is important to plan for prevention to the extent possible but equally important to plan for containment and recovery of infections when they do occur.

Prevention

· Do not open any files attached to an email from an unknown, suspicious or untrustworthy source. 

· Do not open any files attached to an email unless you know what it is, even if it appears to come from a dear friend or someone you know. Some viruses can replicate themselves and spread through email.

· Do not open any files attached to an email if the subject line is questionable or unexpected. If you need to do so, always save the file to your hard drive before doing so. 

· Delete chain emails and junk email. Do not forward or reply to any to them. These types of email are considered Spam, which is unsolicited, intrusive mail that clogs up the network. 

· Do not download any files from strangers. 

· Exercise caution when downloading files from the Internet. 

· Verify that an anti-virus program checks the files on the download site.

If you're uncertain, don't download the file at all or download the file to a floppy and test it with your own anti-virus software. 

· Update your anti-virus software regularly. Over 500 viruses are discovered each month, so you'll want to be protected. 

· Back up your files on a regular basis. If a virus destroys your files, at least you can replace them with your back-up copy. You should store your backup copy in a separate location from your work files, one that is preferably not on your computer. 
In addition to anti-virus software companies, there are also virus labs on the Internet. These are mostly run by anti-virus software vendors or organizations focused on viruses and computer security.  You can send any suspected viruses to the lab.  The lab will analyze the possible virus for identification, disassembly, and determination of source code.  If the suspected virus turns out to be a new one, the labs will place it in a database for others to know about.  They will also begin to develop anti-virus software to get rid of it. 
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