BASIC OUTLINES OF THE ASPECTS OF WEB SECURITY
Introduction:
The web is an inherently open system.. It derives most of its utility and popularity from its openness, which means that it is open not only to useful and co-operative elements ,but also to abuse. the very fact that a web server is connected to the internet  and is well publicized , increases the risk of attracting unwanted attention to the system on which it runs. thus we need to secure our system.

Thus there are some basic questions which arise in our minds   now that we have started:

what are we actually trying to protect , from whom are we trying to protect or lets say what actually are the type of attacks, what the secure system should basically comprise and finally the methods that can be afforded?

QUES 1:WHAT ARE WE TRYING TO PROTECT (the basic steps)?

To build and maintain a secure web architecture we must examine several elements within our own network topology i.e. the Router , Firewalls and of course the servers (mails, files, dbase, web, DNS, applications etc).

The most basic and essential are the Routers first set of defenses:

1: It should implement efficient packet filtering.

2: Access control lists should block undesired protocol traffic(such as ping, trace route and IP source routing)

3: Access control lists should also block bogus addresses eg. IP packets having addresses or the respective network addresses in the source address field.

4: A proper firewall and proxy server.

The basic software tools accomplishing these tasks are:

1 ID SEC: this stands for the "intrusion detection system" which monitors patterns of  IP package coming and outgoing from databases and compare it to the general standards and can warn the net in proxy conditions.

2  LOG ANALYSIS :it is the methods in which attacks can be detected based on the       information i.e. the log analysis interprets the information contained in the logs of routers, firewalls and web servers.

3.VULNERABILITY SCANNERS :detects the security vulnerabilities of the underlying OS(Operating System) and detect the loo poles and thus remove the patch causing it.

QUES 2:WHAT ARE WE ACTUALLY TRYING TOPROTECT?

by knowing how hackers break into systems the knowledge can be used to secure our systems(network).The basic hacking  techniques aim at breaking in the system, gaining control and use the hacked system to hack other systems.

this can be done by

1 : Cracking passwords

2 : Exploiting program bugs / protocols (eg. MAN -in the middle attack etc)

3 : DNS SPOOFING(denial of services in the network layer)

4 : IP SPOOFING(TCP protocol session  hijacking, exploiting basic IP protocols etc)

5 : Trapping Communication Media

6 : Mail bombing

7 : site jamming DOS attack

8 : Implementing Trojans to gain unauthorized access

9 : Session hijacking

These techniques can impersonate some person by giving wrong host address, exploit the basic IP protocols ,can generate IP packets, look into information between two entities ,can become the officiated  clients and The server will never know and can cause slow down response time of server(acute crashing down) by loading IP packages, thus accomplishing there tasks and out system looses all its security .

QUES 3:BASIC REQUIREMENTS OF A SECURE SYSTEM?

The basic levels of security and security system should accomplish are:

1. Authentication    

2 .Integrity

 3. Confidentiality

4. Non-repudiation

Authentication verifies information about the person trying to access the network, may be through a valid login and password or user establishing  a trusted internet address -"the Domain". Integrity includes the modification on or by files during transmission net by unauthorized sources i.e. the leakage of information from the system to a party that should not have seen it. Confidentiality -with wireless communication anyone can sniff any message on the air & without proper encryption all information is available to everybody & this interaction is related to authentication i.e. if we are not certain to whom we are talking our confidentiality begins with a loop hole  . And the last non repudiation is a threat which involves access to a system resources being blocked by a malicious attacker .Our system should be designed in a way to overcome these fallacies and ensure authenticity  , integrity, and confidentiality.

QUES 4:HOW MUCH SECURITY CAN BE AFFORDED AND IN WHAT WAYS:

In order  to make a secure system or to carry transactions securely considering  in account the basic levels of security two basic deviced methods  are:

1. CRYPTOGRAPHY.

     cryptographic techniques:
Cryptography is an art of secret writing or concealing information from unauthorized people. Cryptographic systems provide a way to transmit information  across an un trusted communication system without disclosing the contents of the information to anyone monitoring the line .cryptographic systems provide confidentiality and can also provide proof that a transmission has or has not been viewed or altered.

There are two cryptographic key technologies :

Public key encryption:  they are called symmetric ciphers and use a single key.

Private key encryption: they are called asymmetric ciphers and uses a pair of keys. 

The private key scheme:  in this private key scheme ,information is encrypted with a key that both the sender and the receiver  hold privately. this system assumes that both parties have already exchanged keys using some manual method or another encryption scheme that lets them exchange keys over the  internet. several different algorithms are used to create the key, which is essentially a very large number used as a part of the process for decrypting the data.

The public key scheme: the  public scheme consists of two keys. every user holds a private key and makes a public key available in a public location . this location might be a security server within an organization or it might be a trusted  organization that provides certification authority services . the public key are very large numbers as compared to the private key . the public key algorithm in common use today is the one provided by the RSA. The sender will attach an MAC (the method authentication code) with the data. to decrypt data the receiver will apply RSA on message called digital signature, using his private key and thus receive data security.

 Encrypting i.e. scrambling data with  a secret key to avoid sensing during transmission is done by DES (data encryption standard)

                                       DES  key

                         | sender |   -------   | encryption text |   --------  | receiver|

                                                                                        (descript data)

                          USING A SINGLE CRYPTOGRAPHIC SYSTEM    

If someone wants to send u a message he encrypts message with your public key .upon receipt of message you decrypt it with your private key.The RSA  public key encryption scheme is the most established scheme used today . It features that the sender and receiver don't  need to trust some communication channel to exchange keys. The public keys are generally available so that the message senders can obtain a recepients key and lock down messages to that receipt with that key.

2.>DIGITAL CERTIFICATES:

The authentication is a complex process involving public keys, private keys and digital certificates .A Digital certificates relies on a combination of public key and private key but instead of setting up keys using some internal methods in between the two companies a third party issues them.

The digital certificate is the verification of the claim that   the public key belongs to a particular entity. In other words , a third party has agreed that the server belongs to the company it is actually claiming.

But how this transaction actually happens is the question  which arises now: actually the client asks the server for certification and the web server sends the party to extract the public key 

after the server. The SSL protocol i.e. the security socket layer protocol exchanges a session key which is used for encryption and decryption. these are exchanged through the lowest layer protocol(SSL)which agrees on a common algorithm and picks up data from SSl web thus ensuring secure communication the SSL protocol mentioned above is an application independent protocol, allowing protocols like HTTP(hypertext transfer protocol),FTP(file transfer protocol) and Telnet to be layered on top of it  transparently .It enables to negotiate encryption keys as well as authenticate the server before data is exchanged by using encryption authentication codes.

Conclusion:
                    The essential problem is that we can make no assumption about data sent or received over net. data you send could be modified by a subverted routing host before it arrives at its destination. the data could be stolen and re-routed to a different destination ,never arriving  where it should. data you receive should be completely forged or modified in transit. if your data is important and there's a real risk of someone interfering with it, 

so what are you waiting for....secure your web..!!!
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