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Abstract
We report in this paper our study of Spanning Tree Protocols. Spanning Tree protocols   are link management protocols that provide path redundancy while preventing undesirable loops in the network. For an Ethernet network to function properly, only one active path can exist between two stations. 

Multiple active paths between stations cause loops in the network. If a loop exists in the network topology, the potential exists for duplication of messages. When loops occur, some switches see stations appear on both sides of the switch. This condition confuses the forwarding algorithm and allows duplicate frames to be forwarded.

To incorporate the required feature of Redundancy and at the same time to avoid broadcasting storms from congesting the network, spanning tree protocols are used. 

IEEE is one of the most widely recognized standarazation bodies in computer science.       IEEE 802 refers to a family of IEEE standards about local area networks and metropolitan area networks.One of its standard is IEEE 802.1, standard for MAC layer & Internetworking Devices. In this report we report our study of the 802.1d (STP), 802.1w (RSTP) & 802.1s (MSTP) which are Spanning tree protocols implemented in Routers and Switches.

STP: Spanning Tree Protocol in IEEE 802.1d

       Spanning-Tree Protocol (STP) as defined in the IEEE 802.1D is a link management protocol that provides path redundancy while preventing undesirable loops in the network. For an Ethernet network to function properly, only one active path can exist between two stations. STP is a technology that allows bridges to communicate with each other to discover physical loops in the network. The protocol then specifies an algorithm that bridges can use to create a loop-free logical topology. In other words, STP creates a tree structure of loop-free leaves and branches that spans the entire Layer 2 network. 

    Bridge Protocol Data Units (BPDUs) is used by bridges in a network to exchange information regarding their status. The Spanning-Tree Protocol uses the BPDU information to elect the root switch and root port for the switched network, as well as the root port and designated port for each switched segment.

The redundant topology without STP will cause the following problem :

· Broadcast storm
· Filtering Database Instability
Spanning-Tree Protocol Port States

· Blocking: A port in the blocking state does not participate in frame forwarding. After initialization, a BPDU is sent to each port in the switch.

    A port in the blocking state performs as follows:

· Discards frames received from the attached segment. 

· Discards frames switched from another port for forwarding. 

· Does not incorporate station location into its address database. (There is no learning at this point, so there is no address database update.) 

· Receives BPDUs and directs them to the system module. 

· Does not transmit BPDUs received from the system module. 

· Receives and responds to network management messages. 

· Listening State : The listening state is the first transitional state a port enters after the blocking state, when Spanning-Tree Protocol determines that the port should participate in frame forwarding. Learning is disabled in the listening state.
      A port in the listening state performs as follows:

· Discards frames received from the attached segment.

· Discards frames switched from another port for forwarding.

· Does not incorporate station location into its address database. (There is no learning at this point, so there is no address database update.)

· Receives BPDUs and directs them to the system module. 

· Processes BPDUs received from the system module. 

· Receives and responds to network management messages.

·   Learning State : A port in the learning state is preparing to participate in frame forwarding. This is the second transitional state through which a port moves in anticipation of frame forwarding. The port enters the learning state from the listening state through the operation of Spanning-Tree Protocol.

    A port in the learning state performs as follows:

· Discards frames received from the attached segment.

· Discards frames switched from another port for forwarding.

· Incorporates station location into its address database.

· Receives BPDUs and directs them to the system module.

· Receives, processes, and transmits BPDUs received from the system module.

· Receives and responds to network management messages.
·   Forwarding State : The port enters the forwarding state from the learning state through the operation of Spanning-Tree Protocol.

     A port in the forwarding state performs as follows:

· Forwards frames received from the attached segment. 

· Forwards frames switched from another port for forwarding. 

· Incorporates station location information into its address database. 

· Receives BPDUs and directs them to the system module. 

· Processes BPDUs received from the system module. 

· Receives and responds to network management messages.

·   Disabled State : A port in the disabled state does not participate in frame forwarding or the operation of Spanning-Tree Protocol. A port in the disabled state is virtually non-operational.

    A disabled port performs as follows:

· Discards frames received from the attached segment. 

· Discards frames switched from another port for forwarding. 

· Does not incorporate station location into its address database. (There is no learning, so there is no address database update.) 

· Receives BPDUs, but does not direct them to the system module. 

· Does not receive BPDUs for transmission from the system module. 

· Receives and responds to network management messages.

How STP Works – (Algorithm)
Step 1: Select a root bridge : The root bridge is the bridge with the lowest bridge ID in the  spanning tree network. On the root bridge, all its ports are designated ports. Designated ports are always in the forwarding state.

· Only one switch/ bridge can be selected as the root bridge in a given network. 

· All other decisions in the network, such as which port is blocked and which port is put in forwarding mode, are made regarding this root bridge.

·  The root bridge is the "root" of the constructed "tree". 

Step 2: Select a root port for the non-root bridge : For the non-root switch/ bridge, there will be one root port. The root port is the port through which this non-root switch/bridge communicates with the root bridge (the "leaf" side of the "tree").  

· The root port is the port on the non-root bridge with the lowest path cost to the root bridge.The root port is normally in forwarding state. 

· Path cost is the total cost of transmitting a frame on to a LAN through that port to bridge root. It is assigned according to the bandwidth of the link. The slower the media, the higher the cost. 

· When multiple ports have the same path cost to root bridge, the port with lowest port priority is selected as root port.   

Step 3: Select a designated port on each segment :- 

· For each LAN segment (collision domain), there is a designated port.

· The designated port has the lowest cost to the root bridge.

· If more than one port in the segment  have the same path cost, the port on which bridge  has lowest bridge ID is selected as a designated port.

Step 4:  Working:
· After STP determines the lowest cost spanning tree, it enables all root ports and designated ports, and disables all other ports.

· Network packets are therefore only forwarded between root ports and designated ports, eliminating any possible network loops. 

· STP-aware devices exchange Bridge Protocol Data Units (BPDUs) periodically.

·  When the bridged LAN topology changes, a new spanning tree is constructed.

Protocol Structure - STP: The Bridge Protocol Data Units (BPDUs).
	Protocol ID (2)
	Version (1)
	Type (1)
	Flags (1)
	Rood ID (8)
	Root Path (4)

	Sender BID (8)
	Port ID (2)
	M-Age (2)
	Max Age (2)
	Hello (2)
	FD (2 Bytes)


· Protocol ID - Always 0. 

· Version - Always 0. 

· Type - Determines which of the two BPDU formats this frame contains (Configuration BPDU or TCN BPDU). 

· Flags - Used to handle changes in the active topology. 

· Root BID - Contains the Bridge ID of the Root Bridge.  

· Root Path Cost - The cumulative cost of all links leading to the Root Bridge. 

· Sender BID - Contains BID of the bridge that created the current BPDU.  

· Port ID - Contains a unique value for every port.  

· Message Age - Records the time since the Root Bridge originally generated the information that the current BPDU is derived from. 

· Max Age - Maximum time that a BPDU is saved. 

· Hello Time - Time between periodic Configuration BPDUs. 

· Forward Delay - The time spent in the Listening and Learning states.) 

TERMINOLGY 

· Hello Time : This is the time interval (in secs) at which the root device transmits a configuration message.

· Max Age:  It is the maximum time a device can wait without receiving a configuration message before attempting to reconfigure.

· Forward Delay : This is a time (in secs) a device will wait before changing states.

· Change Times : This is a no. of times a spanning tree has been reconfigured.]

· Time Since Last Change : This is the time since last time spanning tree was reconfigured.

(RSTP):Rapid Spanning Tree Protocol in IEEE 802.1w

INTRODUCTION:

          RSTP is an improved and faster version of STP. It preserves all the basic concept of STP and interoperates  with it as well. Both the terminology & basic parameters have been left unchanged.There is just a difference of port roles & algorithm which improves the convergence time of RSTP.

PORT STATES:

    There are only three port states left in RSTP, corresponding to the three possible operational states. The 802.1d states disabled, blocking, and listening have been merged into a unique 802.1w discarding state.

	STP (802.1D) Port State 
	RSTP (802.1w) Port State
	Is Port Included in Active Topology?
	Is Port Learning MAC Addresses?

	Disabled
	Discarding
	No
	No

	Blocking
	Discarding
	No
	No

	Listening
	Discarding
	Yes
	No

	Learning
	Learning
	Yes
	Yes

	Forwarding
	Forwarding
	Yes
	Yes


PORT ROLES :
    The role is now a variable assigned to a given port. The root port and designated port roles remain, while the blocking port role is now split into the backup and alternate port roles.

· Root Port Roles : The port receiving the best BPDU on a bridge is the root port: This is the port that is the closest to the root bridge in terms of path cost. The STA elects a single root bridge in the whole bridged network (per-VLAN). The root bridge sends BPDUs that are more useful than the ones that any other bridge can send. The root bridge is the only bridge in the network that does not have a root port. All other bridges receive BPDUs on at least one port.
· Designated Port Role : A port is designated if it can send the best BPDU on the segment to which it is connected. 802.1d bridges create a bridged domain by linking together different segments (Ethernet segments for example). On a given segment, there can be only one path toward the root bridge (if there were two, there would be a bridging loop in the network). All bridges connected to a given segment listen to each other's BPDUs and agree on the bridge sending the best BPDU as the designated bridge for the segment. The corresponding port on that bridge is designated. 

· Blocking(Alternate and Backup) Port Roles : A blocked port is defined as not being the designated or root port. A blocked port receives a more useful BPDU than the one it would send out on its segment. Remember that a port absolutely needs to receive BPDUs in order to stay blocked. RSTP introduces these two roles for this purpose.
· Alternate Port Roles : An alternate port is a port blocked by receiving more useful BPDUs from another bridge.
· Backup Port Roles : A backup port is a port blocked by receiving more useful BPDUs from the same bridge it is on.
New BPDU Format :

       Few changes have been introduced by RSTP to the BPDU format. Only two flags, Topology Change (TC) and TC Acknowledgment (TCA), were defined in 802.1d, however RSTP now uses all six remaining bits of the flag byte in order to do the following: 

· Encode the role and state of the port originating the BPDU

· Handle the proposal/agreement mechanism 
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· Another important change is that the RSTP BPDU is now of type 2, version 2. The implication of this is that legacy bridges must drop this new BPDU. This property makes it easy for a 802.1w bridge to detect legacy bridges connected to it. 

Convergence Mechanism

·  Convergence with 802.1d 

       The following diagram illustrates the way 802.1d deals with a new link being added to a         bridged network: 
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                In this scenario, a link between the root bridge and Bridge A has just been added. Suppose there was already an indirect connection between Bridge A and the root bridge (via C - D in the diagram). Now the algorithm works in the following way :

· The STA will disable the bridging loop by blocking a port. 

· First, as they are just coming up, both ports on the link between the root and A are put in listening state.

· Bridge A is now able to hear the root directly, and it immediately propagates its BPDUs on its designated ports, toward the leaves of the tree. 

· As soon as B and C receive this new superior information from A, they immediately relay it toward the leaves. 
· In a few seconds, Bridge D has received a BPDU from the root and instantly blocks its port P1.

· The only problem now is that twice the forward delay has to elapse before the link between the root and A eventually ends up in the forwarding state.
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· This means 30 seconds of disruption of traffic (the entire A, B, and C part of the network is isolated) because the 802.1d algorithm lacks a feedback mechanism clearly advertising that the network has converged in a matter of seconds. 

·  Convergence with 802.1 w 

     Now, we see how RSTP deals with a similar situation : 

· Both ports on the link between A and the root are put in designated blocking as soon as they come up.

·  However, at this stage, a negotiation takes place between Switch A and the root.

· As soon as A receives the root's BPDU, it blocks its non-edge designated ports. This operation is called sync.

· Bridge A explicitly authorizes the root bridge to put its port in forwarding. The diagram below illustrates the result of this process on the network.

· The link between switch A and the root bridge is blocked, and both bridges exchange BPDUs. 
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Once Switch A has blocked its non-edge designated ports, the link between Switch A and the root is put in forwarding state and we reach the situation: 
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· There still can not be a loop because instead of blocking above Switch A, the network is now blocking below Switch A.

· The potential bridging loop is cut, however at a different location. This cut is traveling down the tree along with the new BPDUs originated by the root through Switch A. 

· At that stage, the newly blocked ports on Switch A will also negotiate a quick transition to forwarding with their neighboring ports on Switch B and Switch C that both initiate a sync operation. 

· Switch B only has edge designated ports (other than its root port towards A), so it has no port to block in order to authorize A to go to forwarding. Similarly, Switch C only has to block its designated port to D. The state shown in the diagram below has now been reached. 
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· The only new mechanism introduced by RSTP is the acknowledgment that a switch can send on its new root port in order to authorize immediate transition to forwarding, bypassing the twice-the-forward-delay long listening and learning stages. 

· To benefit from fast convergence, the administrator only needs to remember the following: 

a.)  This negotiation between bridges is only possible when bridges are connected by point-to-point links (that is, full-duplex links unless explicit port configuration). 

b.) Edge ports now play an even more important role that PortFast is enabled on ports in 802.1d. If the network administrator fails to properly configure the edge ports on B for instance, their connectivity would have been impacted by the link between A and the root coming up. 

Topology Change Mechanisms

· IN 802.1d (STP) :

· When an 802.1d bridge detects a topology change, it first notifies the root bridge, using a reliable mechanism, as shown in the diagram below: 
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· Once the root bridge is aware of a change in the topology of the network, it sets the TC flag on the BPDUs it sends out, which are then relayed to all the bridges in the network.

· When a bridge receives a BPDU with the TC flag bit set, it reduces its bridging-table aging time to forward delay seconds, ensuring a relatively quick flushing of stale information.

· IN 802.1 w (RSTP)

(a) Topology Change Detection 

In RSTP, only non-edge ports moving to the forwarding state cause a topology change. When a RSTP bridge detects a topology change, the following happens: 

· It starts the TC While timer with a value equal to twice the hello time for all its non-edge designated ports and its root port if necessary.

· It flushes the MAC addresses associated with all these ports. 

Note: As long as the TC While timer is running on a port, the BPDUs sent out of that port have the TC bit set. BPDUs are also sent on the root port while the timer is active.

(b) Topology Change Propagation 

When a bridge receives a BPDU with the TC bit set from a neighbor, the following happens: 

· It clears the MAC addresses learnt on all its ports except the one that received the topology change. 

· It starts the TC While timer and sends BPDUs with TC set on all its designated ports and root port .

· This way, the TCN is flooded very quickly across the whole network. The TC propagation is now a one step process. 

· In fact, the initiator of the topology change is flooding this information throughout the network (as opposed to 802.1d where only the root could do so).

· This mechanism is much faster than the 802.1d equivalent. There is no need to wait for the root bridge to be notified and then maintain the topology change state for the whole network for <max age plus forward delay> seconds. 
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MSTP: Multipe Spanning Tree Protocol in IEEE 802.1s
      MSTP uses RSTP for rapid convergence & enables VLANs to be grouped into a spanning-tree instance, with each instance having a spanning-tree topology independent of other spanning-tree instances. This architecture provides multiple forwarding paths for data traffic, enables load balancing, and reduces the number of spanning-tree instances required to support a large number of VLANs. 

· Multiple Spanning-Tree Regions 

· For switches to participate in multiple spanning-tree (MST) instances, you must consistently  configure the switches with the same MST configuration information.

· The MST configuration determines to which MST region each switch belongs. The configuration includes the name of the region, the revision number, and the MST instance-to-VLAN assignment map. 

· A region can have one member or multiple members with the same MST configuration; each member must be capable of processing RSTP BPDUs. There is no limit to the number of MST regions in a network, but each region can support up to 16 spanning-tree instances. 

· You can assign a VLAN to only one spanning-tree instance at a time. 

· IST, CIST, and CST 

   MSTP establishes and maintains two types of spanning-trees: 

· IST :An internal spanning tree (IST), which is the spanning tree that runs in an MST region. 

-Within each MST region, the MSTP maintains multiple spanning-tree instances. Instance 0     is a special instance for a region, known as the internal spanning tree (IST). All other MST instances are numbered from 1 to 15. 

- The IST is the only spanning-tree instance that sends and receives BPDUs; all of theotherspanning-tree instance information is contained in M-records, which are encapsulated within MSTP BPDUs. 

-Because the MSTP BPDU carries information for all instances, the number of BPDUs that    need to be processed by a switch to support multiple spanning-tree instances is significantly reduced. 

-All MST instances within the same region share the same protocol timers, but each MST instance has its own topology parameters, such as root switch ID, root path cost, and so forth. By default, all VLANs are assigned to the IST. 

· CIST & CST  :  CIST is a Common and Internal Spanning Tee which is a collection of the ISTs in each MST region, and the CST is a Common Spanning Tree that interconnects the MST regions and single spanning trees. 

-The spanning tree computed in a region appears as a subtree in the CST that encompasses   the entire switched domain.

-The CIST is formed as a result of the spanning-tree algorithm running between switches    that support the 802.1W, 802.1S, and 802.1D protocols. 

-The CIST inside an MST region is the same as the CST outside a region. 
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COMPARATIVE STUDY
	
	          STP
	         RSTP
	         MSTP

	1. Port

   States


	      Disabled
	       Discarding 
	       Discarding 

	
	       Blocking
	       Discarding
	       Discarding

	
	       Listening
	       Discarding
	       Discarding

	
	       Learning
	       Learning      
	       Learning      

	
	       Forwarding
	       Forwarding
	       Forwarding

	2. Port

    Role
	       Root Port

       
	       Root Port
	      Root Port

       Master Port

	
	Designated Port
	Designated Port
	Designated Port

	
	       Blocking Port         
	       Alternate Port

       Backup Port
	     Alternate Port

      Backup Port

	3.Convergence

    Time
	          60 secs
	        15-30 secs
	      15-30 secs

	4. Parameter   used for computing spanning tree topology
	 message-age

 maximum-age
	    message-age

    maximum-age
	  path cost

  hop- Count


Conclusion:

The study of spanning tree protocols has been reported. Since IEEE is the paramount standardization body in the field of computer networking its standard IEEE 802.1, which is the standard for MAC layer & Internetworking Devices has been studied. The algorithms, parameters and features of the IEEE spanning tree protocols namely 802.1d (STP), 802.1w (RSTP) & 802.1s (MSTP) have been briefly reported.
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