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Abstract
The Trojan Horse got its name from the old mythical story about how the Greeks gave their enemy a huge wooden horse as a gift during the war. The enemy accepted this gift and they brought it into their kingdom, and during the night, Greek soldiers crept out of the horse and attacked the city, belly and open the city gates, allowing their compatriots to pour in and capture Troy. 

Basically, Trojan horse is:

1. An unauthorized program contained within a legitimate program. This unauthorized program performs functions unknown (and probably unwanted) by the user.

2. A legitimate program that has been altered by the placement of unauthorized code within it; this code performs functions unknown (and probably unwanted) by the user.

3. Any program that appears to perform a desirable and necessary function but that (because of unauthorized code within it that is unknown to the user) performs functions unknown (and definitely unwanted) by the user.

Working of Trojans
Trojans come in two parts, a Client part and a Server part. When the victim (unknowingly) runs the server on its machine, the attacker will then use the Client to connect to the Server and start using the Trojan. TCP/IP protocol is the usual protocol type used for communications, but some functions of the Trojans use the UDP protocol as well. When the Server is being run on the victim's computer, it will (usually) try to hide somewhere on the computer, start listening on some port(s) for incoming connections from the attacker, modify the registry and/or use some other auto starting method.

It's necessary for the attacker to know the victim's IP address to connect to his/her machine. Many Trojans have features like mailing the victim's IP, as well as messaging the attacker via ICQ or IRC. This is used when the victim has dynamic IP which means every time you connect to the Internet you get a different IP (most of the dial-up users have this). ADSL users have static IP’s so the infected IP is always known to the attacker and this makes it considerably easier to connect to your machine.
Most of the Trojans use Auto-Starting methods so even when you shut down your computer they're able to restart and again give the attacker access to your machine. New auto-starting methods and other tricks are discovered all the time. The variety starts from "joining" the Trojan into some executable file you use very often like explorer.exe, for example, and goes to the known methods like modifying the system files or the Windows Registry. System files are located in the Windows directory and here are short explanations of their abuse by the attackers:

These are the most common Auto-Starting methods using Windows system files, and the Windows registry.

Trojans Variations

There are so many variations out there, it will be hard to list and describe each and every one of them, but most are a combination of all the Trojan features you will read about below, or have many other functions still not, and probably will never be known to the public.

· Remote Access Trojans

These are probably the most publicly used Trojans, just because they give the attackers the power to do more things on the victim's machine than the victim itself, while standing in front of the machine. Most of these Trojans are often a combination of the other variations you'll read below. The idea of these Trojans is to give the attacker a COMPLETE access to someone's machine, and therefore access to files, private conversations, accounting data, etc.

· Password Sending Trojans

The purpose of these Trojans is to rip all the cached passwords and also look for other passwords you're entering then send them to a specific mail address, without the user noticing anything. Passwords for ICQ, IRC, FTP, HTTP or any other application that require a user to enter a login + password are being sent back to the attacker's e-mail address, which in most cases is located at some free web based e-mail provider. Most of them do not restart when Windows is loaded, as the idea is to gather as much info about the victim's machine as passwords, mIRC logs, ICQ conversations and mail them; but it depends on the needs of the attacker and the specific situation.

· Key loggers
These Trojans are very simple. The only one thing they do is to log the keystrokes of the victim and then let the attacker search for passwords or other sensitive data in the log file. Most of them come with two functions like online and offline recording. Of course they could be configured to send the log file to a specific e-mail address on a daily basis.

· Destructive

The only function of these Trojans is to destroy and delete files. This makes them very simple and easy to use. They can automatically delete all your core system files (for example: .dll, .ini or .exe files, possibly others) on your machine. The Trojan is being activated by the attacker or sometimes works like logic bomb and starts on a specific day and at specific hour.

· Denial Of Service (DoS) Attack Trojans

These Trojans are getting very popular these days, giving the attacker power to start DDoS if having enough victims of course. The main idea is that if you have 200 ADSL users infected and start attacking the victim simultaneously, this will generate a LOT of traffic (more then the victim's bandwidth, in most (cases) and its the access to the Internet will be shut down. WinTrinoo is a DDoS tool that has become really popular recently, and if the attacker has infected many ADSL users, major Internet sites could be shut down as a result, as we've seen it happen in the past few months.

Another variation of a DoS Trojan is the mail-bomb Trojan, whose main aim is to infect as many machines as possible and simultaneously attack specific e-mail address/addresses with random subjects and contents which cannot be filtered.

· Proxy/Wingate Trojans

Interesting feature implemented in many Trojans is turning the victim's computer into a Proxy/Wingate server available to the whole world or to the attacker only. It's used for anonymous Telnet, ICQ, IRC, etc., and also to register domains with stolen credit cards and for many other illegal activities. This gives the attacker complete anonymity and the chance to do everything from YOUR computer and if he/she gets caught the trace leads back to you.

· FTP Trojans

These Trojans are probably the most simple ones and are kind of outdated as the only thing they do is to open port 21(the port for FTP transfers) and let EVERYONE connect to your machine or just the attacker. Newer versions are password protected so only the one that infected you may connect to your computer.

· Software Detection Killers

There are such functionalities built into some Trojans, but there are also separate programs that will kill Zone Alarm, Norton Anti-Virus and many other (popular anti-virus/firewall) programs, that protect your machine. When they are disabled, the attacker will have full access to your machine, to perform some illegal activity, use your computer to attack others and often disappear. Even though you may notice that these programs are not working or functioning properly, it will take you some time to remove the Trojan, install the new software, configure it and get back online with some sense of security.

The Future of Windows Trojans

Windows users will always be targets of malicious attackers because most of them don't know the real meaning of the word security, and think that some firewall is the only solution they need for protection but they actually don't have a clue how it works, or how to configure it properly. Windows Trojans will be a big security problem in the future and I'm sure attackers realize that, and many more unique functions will be implemented into their Trojans but will mostly be used for the attacker's private purposes. Programmable or scriptable "automated hacking" functions will be used to solve various attacker's problems starting from anonymous port scanning and going up to Distributed Denial Of Service Attacks(DDoS).
How about distributed cracking of password files like on all of these contests around the world but in that case a network created by attacker/attackers for their own purposes. Has anyone ever thought of "spamming" function, built into Trojans, similar to all of these spam programs out there, crawling around the Internet, searching for e-mails and these are just small examples, but trust me, there are much more advanced features, built into Windows Trojans that probably will never be released to the public.

How Can I Get Infected?

A lot of people out there can't differ various ways of infection just because in their minds the only way of getting infected is by downloading and running server.exe and they will never do it as they say. As you'll read here, there are many more ways for malicious attackers to infect your machine and start using it for illegal activities
· ICQ

· IRC

· Attachments

· Physical Access

· Browser and E-mail Software Bugs

· NetBIOS (File Sharing)

How Are They Detecting My Internet Presence?

People new to the Internet often ask this question as they can't understand why someone will want to attack especially them, because they never did any harm to anyone and never did something that might get them into trouble. But sometimes you only need to visit a web site with your unpatched browser and get yourself infected.

How attackers may discover your Internet presence:

· When visiting a web page, the attacker might have created a script that will automatically check your Browser for known bugs, and if any are detected, install a Trojan on your machine or notify the attacker to have a deeper look. 
· When joining an IRC channel, an IRC bot might be configured to scan everyone joining for specific Trojan ports opened or File Sharing (NetBIOS) enabled. If the attacker is smart, the script will scan you several minutes after you join the channel and, of course, use an IP number not belonging to anyone in the channel.
· Attackers often attempt IP blocks scanning, looking default Trojan ports and of course File Sharing (NetBIOS). After infection, your machine could also be used for such scans, as well as an IRC bot, scanning those joining some big and full with people IRC channel.
These are some of the most common ways attackers use to search for new victims, suitable for their illegal activities. If someone is targeting especially you, the attacker won't be using any of these methods I reviewed above; instead your Browser version will be found as well as the Operation System you're using, and the attacker will make a personal contact with you via IRC, ICQ, etc., and fool you somehow and get you infected.
What Is The Attacker Looking For?

Some of you may think that Trojans are used for damages only. Well, they can also be used for spying on someone's machine and taking a lot of private and sensitive information (industrial espionage). The attacker's interests would include but are not limited to the following:

· Credit Card Information (often used for domain registration, shopping with your credit card)

· Any accounting data (E-mail passwords, Dial-Up passwords, Web Services passwords, etc.)

· Email Addresses (Might be used for spamming, as explained above)

· Work Projects (Steal your presentations and work related papers)

· Children's names/pictures, Ages (pedophile attacker)

· School work (steals your papers and publishes them with his/her name on it)

Attacker's mode of thinking:

· Once infected, your computer might be used as a Warez Archive. No matter how much or little free disk space you have, you'll probably have enough for the attacker's needs. He/she won't use all of your bandwidth; there will be some limit for connections to your computer, so you'll still be able to do your work without knowing that your computer is used as a pirated software FTP Server and it is known to people worldwide who keep downloading software from YOU.
· Kiddies-Porn traders will also use your computer for storing their archives and again turning your machine into a well known place for traders of nasty and above all illegal pictures. You'll again do your work and have no clue there are illegal activities going in your computer.
· The attacker might just want to have fun with you, open/close the CD tray, play with your mouse, annoy you somehow; that's stupid and useless but a lot of people do it.
· Your computer might be used for other illegal purposes like the attacker's usage of your IP address to hack, scan, flood, infiltrate other machines on the Internet; so the victims will see your machine is doing it, and this will definitely get you in trouble.

Well-known Trojan Ports

Trojans use specific ports to communicate with the client. In the old days the well known Trojan ports were mostly used, but today it's possible to change the port every time the Trojan is restarted. Here is a link to the best and probably including all of the public Trojans Ports List I've come across.
	Satanz Backdoor|666

Silencer|1001

WebEx|1001

Doly Trojan|1011

PsyberStream Server|1170

Ultors Trojan|1234

VooDoo Doll|1245

FTP99CMP|1492

Shivka-Burka|1600

SpySender|1807

Shockrave|1981

BackDoor|1999

Trojan Cow|2001

Ripper|2023

Bugs|2115

Deep Throat|2140

The Invasor|2140

Phineas Phucker|2801

Masters Paradise|30129

Portal of Doom|3700

WinCrash|4092

ICQTrojan|4590

Sockets de Troie|5000

Sockets de Troie 1.x|5001

Firehotcker|5321

Blade Runner|5400

Blade Runner 1.x|5401

Blade Runner 2.x|5402

Robo-Hack|5569

DeepThroat|6670

DeepThroat|6771

GateCrasher|6969

Priority|6969


	Remote Grab|7000

NetMonitor|7300

NetMonitor 1.x|7301

NetMonitor 2.x|7306

NetMonitor 3.x|7307

NetMonitor 4.x|7308

ICKiller|7789

Portal of Doom|9872

Portal of Doom 1.x|9873

Portal of Doom 2.x|9874

Portal of Doom 3.x|9875

Portal of Doom 4.x|10067

Portal of Doom 5.x|10167

iNi-Killer|9989

Senna Spy|11000
Progenic trojan|11223

Hack?99 KeyLogger|12223

GabanBus|1245

NetBus|1245

Whack-a-mole|12361

Whack-a-mole 1.x|12362

Priority|16969

Millennium|20001

NetBus 2 Pro|20034

GirlFriend|21544

Fore, Schwindler|50766

Tiny Telnet Server|34324

Kuang |30999

Senna Spy Trojans|11000

WhackJob|23456

Phase0|555

BladeRunner|5400

IcqTrojan|4950


	InIkiller|9989

PortalOfDoom | 9872

ProgenicTrojan | 11223

Prosiak 0.47|22222

RoboHack|5569
Silencer|1001

Striker |2565

TheSpy | 40412

TrojanCow | 2001

UglyFtp |23456

WebEx|1001

Backdoor | 1999

Phineas|2801

PsyberStreamingServer|1509

Indoctrination|6939

Hackers Paradise | 456

Doly Trojan|1011

FTP99CMP | 1492

Shiva Burka | 1600

BigGluck, |34324

NetSpy DK | 31339

Hack?99KeyLogger |12223

iNi-Killer|9989

ICQKiller |7789

Portal of Doom | 9875

Firehotcker|5321

Master Paradise |40423

BO jammerkillahV | 121
Remote Windows Shutdown| 53001


How Do I Know I'm Infected?

Sometimes you think its normal Windows behavior when there are 500 MB or so missing on your HDD, because some software is using it, or you have installed a game you forgot about and many other reasons but not the real one. Here are some things which are very suspicious, and no matter how much your Anti-Virus software tells you that you aren't infected, dig a little deeper and see what really happened. One thing that will help you is to know the main features of the public Trojans, so you'll be able to react if you notice such activity on your PC. 
· It’s normal to visit a web site and several more pop-ups to appear with the one you've visited. But when you do completely nothing and suddenly your browser directs you to some page unknown to you, take that serious.

· A strange and unknown Windows Message Box appears on your screen, asking you some personal questions.

· Your Windows settings change by themselves like a new screensaver text, date/time, and sound volume changes by itself, your mouse moves by itself, CD-ROM drawer opens and closes.

Please note that most advanced attackers will just spy on you and use your infected machine for some specific reason, and not perform any of the above "tricks" so as not to cause any suspicious activity on the target system (as this would probably mean they could get easily detected). Someone that just wants to have fun with you is more likely to perform these actions.

Anti-Virus (AV) Scanners

In the old days Virus Scanners used to detect only viruses and just a small part of the public Trojans on the Internet. Realizing how dangerous and popular Trojans are becoming today most, if not all of these scanners detect probably all of the public ones out there. As always people, think they are safe and secure when using Virus Scanner but it's a false sense of security. This type of software relies mainly on "signatures" of each Trojan’s server executable and also its common auto-starting methods, but that is not the perfect solution by far for protection yourself against Trojans, as they use many other methods to hide inside the machine, most of which are undetected by Anti-Virus Software. When Trojans became a big security breach, specific Anti-Trojan packages were released to the public and it was necessary for the AV’s to start detecting not only viruses, but also Trojans if they wanted new users. As a result, most of them became really advanced Trojan scanning and detection systems, but for your maximal protection it's recommended to use both Anti-Virus and Anti-Trojans software.

Public Trojans appear online almost every day and the detection software is updated every day for maximal protection of its customers. One very big problem is that the users do not update their signature files as often as they should be, thus having detection software that's not detecting several more Trojans or viruses. Users MUST update their software's signature files every day, and it will take them only several minutes. Each and every time a new file is downloaded, it MUST be scanned BEFORE being opened with Anti-Virus and Anti-Trojan software. If you think the file is suspicious due to some reasons, do NOT run it, but send it to your detection software labs for analysis.

How to protect yourself from Trojans
· Never accept a file even it is from some friend. You're never sure who's on the other side of the computer at the moment. If you really need this file, let's say some presentation or a work paper, find other ways, like the phone, and verify the file is from your friend. Yeah it will take you some time and slow you a bit, but be paranoid about attachments you may receive and don't get infected.

· When executing files, first check their type. Is it really a .doc or it's some executable with a .doc icon?
· Update your Anti-Virus and Anti-Trojan package signature files regularly, if possible EVERY day for maximal protection, as new Trojans and viruses are discovered every day. Most of the detection software has functions like scheduling scans so if you are away from your machine during the night but you leave it switched on, why not consider scheduling a scan and updating every night? Doing so will ensure your maximal protection.

· Make sure you always have the latest version of the software you're using as new bugs appear very often and programs are regularly updated. Check often to see if there are bugs and/or other problems found in software that may potentially expose your system to risk - and patch/update your system(s) accordingly. Some software has an option to check for the latest version of the software from the vendor web site; make use of it. 

· Take several minutes and regularly check the processes on your machine with the software I reviewed above. You'll be surprised what you may detect sometimes.

· It's vital to understand the risk of getting software from someone you just met, or had only several ICQ, IRC conversations with.
· Consider freeware programs as very risky software to download, and try searching for some reviews of the program before running it.
· Carefully read the help files coming with your detection software to be able to use them to their full capacity.

· Download software ONLY from its official page(s) or dedicated mirror web site. Never get the latest version of mIRC or ICQ from some site you've never heard about like from some free web space provider like Geocities. Consider it as an untrusted site and do NOT download anything from there.

· If you are playing with Trojans you can also get infected as there are Trojans or other software that are already infected and is waiting for someone with not so much knowledge on the topic to download and use it.

· Don't be so naive on everything you see on the Internet or what various sites offer you - don't download some software you've never heard about.
Conclusion

