Pratik Sogani

BE IV Yr, Biomedical Engineering
SGSITS, Indore

soganipratik@yahoo.com
INTRUSION DETECTION SYSTEM

ABSTRACT

Intrusion Detection System is an important component of defensive measures protecting computer systems and network from abuse. Intrusion detection means detecting unauthorized use of or attacks on a system or network. An IDS is designed and used to detect and then to deflect or deter  such attacks or unauthorized use of systems, networks, and related resources., IDS may be software-based or may combine hardware and software in the form of preinstalled and preconfigured standalone IDS devices. 

For my presentation I have focused on the role of INTRUSION DETECTION SYSTEM in real time traffic analysis of the system and gauging the threat perception from intruders. Then I have covered different intrusion detection models such as NIDS, HIDS, signature based and anomaly based .I have also focused on one of the latest and widely used technology in Intrusion Detection i.e. SNORT which is creating waves in the field of network intrusion detection system and is coming to be known as Linux of the NIDS world.

I believe that IDS play an important role in setting up overall security architecture. As the information technology infrastructure is becoming complex day by day, one person cannot administer them in a way that is operationally secure and hence the need for intrusion detection system arises.
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Network Defense
Network Defense delivers and manages high performance, secure network solutions for

Corporate and public sector. It has the following features:
· Prevention

· Detection

· Response

· Defense in depth reduces many risks

· Prevent incorrect configuration by administrators

· Use of zero-day exploits by attackers

· Prohibiting innocent or malicious misuse by customers.

What is Intrusion Detection?
Intrusion detection is the process of discovering, analyzing, and reporting unauthorized or damaging network or computer activities             -Symantec Inc.

A security service that monitors and analyzes system events for the purpose of finding and providing real-time or near real-time warning of, attempts to access system resources in an individual unauthorized manner.                  -Cisco Inc.
Network Defense Block Diagram
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Utility of Intrusion Detection System

· Provide digital forensic data to support post-compromise law enforcement actions.
· Identify host and network misconfigurations.
· Improve management and customer understanding of the Internet’s inherent hostility

· Learn how hosts and networks operate at the operating system and protocol levels

INTRUSION DETECTION MODELS
NIDS 
Network Intrusion Detection Systems are placed at a strategic point or points within the network to monitor traffic to and from all devices on the network. Ideally you would scan all inbound and outbound traffic; however doing so might create a bottleneck that would impair the overall speed of the network. 

HIDS 

Host Intrusion Detection Systems are run on individual hosts or devices on the network. A HIDS monitors the inbound and outbound packets from the device only and will alert the user or administrator when any suspicious activity is detected 

Signature Based 

A signature based IDS will monitor packets on the network and compare them against a database of signatures or attributes from known malicious threats. This is similar to the way most antivirus software detects MALWARE. The issue is that there will be a lag between a new threat being discovered in the wild and the signature for detecting that threat being applied to your IDS. During that lag time your IDS would be unable to detect the new threat. 
Anomaly Based 

An IDS which is anomaly based will monitor network traffic and compare it against an established baseline. The baseline will identify what is “normal” for that network- what sort of bandwidth is generally used, what protocols are used, what ports and devices generally connect to each other and alert the administrator or user when traffic is detected which is anomalous, or significantly different, than the baseline. 

Network Based intrusion Detection pros:
· Highest return on investment, as one sensor can potentially monitor dozens to hundreds of targets

· Recognize attacks upon infrastructure and provides a larger field-of-view
Network-based intrusion detection cons:

· Encryption may degrade network visibility

· IDS may not interpret traffic as target would

Host Based intrusion Detection pros:
· Offers greater ability to understand processes on hosts, including success or failure of attacks

· A single event log can effectively replace interpretation of hundreds of network packets
Host-based intrusion detection cons:

· Difficult to manage more than a few systems

· Host owners blame HIDS for problems
The cardinal rule of intrusion detection:
· You must have enough supporting data to verify the impact of an alert.  

· Every time you must physically inspect a target to verify the impact of an alert.
Intrusion Detection Technologies
·  Rule-based
·  Data Mining
· Artificial Neural Network
· Genetic Algorithm
· Statistical Methods
· Agent framework

· Autonomous Agents

· Intelligent Agent
· Mobile Agents
· Mapping Human Immunization

Intrusion Detection Tools
· Router logs

· Firewall logs

· Dedicated sensors (appliances or PCs)

All should be used, just as defence in depth requires routers to screen some traffic and firewalls to screen other traffic

Implementation of Intrusion Detection Technologies
Where should one place the NIDS?

· Some say outside the firewall in attack detection

· Some say inside the firewall in intrusion detection

· Some say both inside and outside is needed

· In an environment where a single office or individual is responsible for all security, and owns the routers, firewalls, and NIDS, inside the firewall is probably best. Otherwise, outside is best
Intrusion Detection Technologies
· Snort (www.snort.org) is becoming the Linux of the network-based IDS world.
May require level of administrator knowledge exceeding that of commercial offerings

What is Snort?

Snort is an open source network intrusion detection system, capable of performing real-time traffic analysis and packet logging on IP networks. It can perform protocol analysis, content searching/matching and can be used to detect a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more.

Snort uses a flexible rules language to describe traffic that it should collect or pass, as well as a detection engine that utilizes modular plug-in architecture. Snort has a real-time alerting capability as well, incorporating alerting mechanisms for syslog, a user specified file, a UNIX socket, or Win Popup messages to Windows clients using Samba’s smb client. 

Snort has three primary uses. It can be used as a straight packet sniffer like tcp dump (1), a packet logger (useful for network traffic debugging, etc), or as a full blown network intrusion detection system.

Two key benefits of Snort:

· Signatures can be rapidly updated by administrator
· Provides supporting data needed to verify the significance of alerts
Intrusion Detection Technologies
· Integrity verification software like Tripwire can identify changes after compromise

      may be difficult to configure and manage

· Network-based recon tools like NMAP can create profiles of services offered by targets

· Deviations from profiles may indicate compromise
Outsourced Intrusion Detection
· Well-equipped Managed Network Security Monitoring provides 

      24x7 coverage of traffic traversing your perimeter

· Expert analysts dedicated to your security

· Reproducing the same level of effort and expertise in-house is very expensive

Conclusion
Will you get your name on a street sign if you detect an intrusion?

· Intrusion detection is not optional 

· Due diligence and reasonable care are raising the bar for all with a presence on the Internet

· Financial (GLB) and medical (HIPPA) communities require security monitoring

· How best do you maintain situational awareness of the state of your computing assets?

Don’t let attackers know more about your network and computers than you do!

